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OnpepeneHuns

B HacTosLLeM JOKyMeHTe UCNONb3YTCH cnegyroLwmne TePMUHbI U NX onpeaeneHus.

ABTOMaTU3MpOBaHHasA cMCcTeMa — CUCTeMa, COCTOSLLAada U3 nepcoHana n Komnrekca
CpeacTB aBTOMaTM3aLMn ero OeATenbHOCTU, peanuayrowas MHPOPMALMOHHYK TEXHOMOMMIO
BbINONIHEHNS YCTAHOBIIEHHbIX OYHKLINN.

AyTeHTUMKauma oTnpaBuTensa AaHHbIX — NOATBEPXAEHME TOro, YTO OTNpaBUTENb
NONyYeHHbIX AaHHbIX COOTBETCTBYET 3asiBNIEHHOMY.

Be3onacHOCTb NepCOHanbHbIX AaHHbIX — COCTOSIHME 3alUMLLIEHHOCTU Mepco-
HarnbHbIX OAHHbIX, XapakTepnayemoe CnOCOOHOCTLIO MOMb30oBaTeNen, TEXHNYECKNX CPeacTB m
MH(POPMALMOHHBIX  TeXHonormi obecneuntb  KOH(PMAEHUMANbHOCTb, LENOCTHOCTL W
AOCTYMHOCTb NEepCOHarnbHbIX AaHHbIX MpU MX obpaboTke B MHGOPMAUUOHHBLIX CUCTEMAX
nepcoHanbHbIX JaHHbIX.

BuomeTpuyeckme nepcoHanbHble AaHHble — CBEAEHUHA, KOTOPblE XapaKTepusyloT
duanonornyeckme ocobeHHOCTM YenoBeKa M Ha OCHOBE KOTOPbIX MOXHO YCTaHOBWUTb €ro
NNYHOCTb, BKMOYasa dpoTorpadumn, otneyaTkm nanbLeB, obpas ceTyaTku rnasa, 0CobeHHOCTH
CTPOEHNA Tena n apyryo nogobHyo MHdopmaumio.

BrnokupoBaHue nepcoHanbHbIX AaHHbIX — BpeMeHHoe npekpalwleHne cbopa,
cucTemMaTmsaummn, HakoMmeHus, NCNoMb30BaHWs, pacnpoCTpPaHeHUs, NepCoHasbHbIX AaHHbIX, B
TOM Yucne Ux nepegaydn.

Bupyc (KOMNbIOTEpPHbIA, NPOrPaMMHbIN) — UCMOMHSAEMbIA MPOrpaMMHbIA KoL, UK
NHTEPNPETMPYEMbBIN HABOP WHCTPYKUMIA, obnagarowmi CBOMCTBaAMN HECaHKLMOHUPOBAHHOIO
pacnpocTpaHeHus n camoBocnpounsseneHnsa. CosgaHHble aybnmkaTbl KOMMBIOTEPHOrO BUpYca
He Bcerga COBMagaltT C OPUrMHaNIOM, HO COXPaHSKT CMOCOBHOCTb K AanbHenemy
pacnpoCTPaHEHUIO U CaMOBOCTNPON3BEOEHNIO.

BpeaoHocHass nporpamma — nporpamma, npegHasHadeHHas Ons OCyLeCTBeHUs
HECaHKUMOHMPOBAHHOIO AocTyna M (unn) BO3OEWCTBUS Ha MepcoHarnbHble AaHHble WUIn
pecypcbl UHPOPMAaLMOHHOM CUCTEMbI MEPCOHASbHbBIX JaHHbIX.

BcnomoraTtenbHble TeXHUYECKUEe CpeaAcTBa U CUCTEMbI — TEXHUYECKME cpeacTea U
CMUCTEMbI, He npefHasHavYeHHble Anga nepegayn, obpaboTkM M XpaHeHUs NepCOoHanbHbIX
AaHHbIX, YCTaHaBMMBaeMble COBMECTHO C TEXHUYECKMMU CpeacTBaMu U CUCTEMaMMU,
npeaHasHavyeHHbIMK Ans 06paboTkn NepCcoHanbHbIX AaHHbIX UM B NMOMELLEHUSX, B KOTOPbIX
YCTaHOBMEHbI MHPOPMAaLUMOHHBbIE CUCTEMbI MEPCOHASTbHbIX AaHHbIX.

JocTtyn B onepauvoHHyl cpeny KomnbiloTepa (MHGpOPMaALUOHHOU CUCTEMbI
nepcoHasnbHbIX AaHHbIX) — MOMyYeHNe BO3MOXHOCTW 3arycka Ha BbIMNOSIHEHWE LUTaTHbIX
KOMaHA, pyHKLMIA, NpoLieayp onepaLyoHHON CUCTEMBI (YHUHTOXEHWS, KONMMPOBaHWS, NepeMeLLeHs
W T.M.), NCMOSMHAEMbIX (dannoB NPUKIIagHbIX NPOrpaMm.

HdocTyn K nHcpopmaLmm — BO3MOXKHOCTb MOSTy4EHMS MHCPOPMaLMM U ee UCMONb30BaHNS.

3aKnagoyHoe YCTPOMCTBO — JMeMEHT cpeactBa cbhbemMa WHGOpMauMK, CKPbITHO
BHeOpPsieMbIN (3aKnagblBaeMbI UM BHOCMMBIA) B MECTa BO3MOXHOMO Cbema UHdopmauum (B ToOM
yicne B OrpaxaeHue, KOHCTPyKUMo, obopyaoBaHue, npegMeTbl MHTepbepa, TPaHCNOPTHbIE
CPEACTBa, a Takke B TEXHWYECKME CpeacTBa N CUcTeMbl 06paboTKn MHGopMauun).

3awmwaemasn nHcpopmaums — MHPopMaLms, ABNSIOLLAACA NPeaMeToM COBCTBEHHOCTU U
nognexatyas salmTe B COOTBETCTBUM C TpebOoBaHMAMM NPABOBbIX JOKYMEHTOB U TPEBOBaHUAMMU,
yCTaHaBNMBaeEMbIMW COBCTBEHHUKOM MHCpopMaLInu.

NoeHTndpukauma — npuceoeHne cydbektam n obbekTtam OoCTyrna uaeHTUudumkatopa u
(wnnM)  cpaBHeHWe  MpeOobsBNAEMOro  uaeHTUdpukatopa C  NEepevyHeM  NPUCBOEHHbIX
NOEHTUMKATOPOB.



MHdopmaTMBHbIN CUrHaN — 3MeKTpUYECKMe CUrHasbl, akyCTU4ECKNE, reKTPOMarHUTHbIe
n apyrve cusmndeckve nors, rno napameTpam KOTopbIX MOXET ObiTb packpbiTa KoHUAeHUManbHas
nHpopmaums  (nepcoHarnbHble AaHHble) obpabaTtbiBaemMad B MHGOPMALMOHHOW  CUCTEME
NepPCOHasbHbIX JAHHbIX.

NHdopmaumoHHasn cucrema nepcoHanbHbIX AaHHbIX (ucngw) —
WHpopMaUNOHHass cucTtema, npeacTaBnsiowas cobon COBOKYNHOCTb MEPCOHanbHbIX
AaHHbIX, cofepxawuxca B 0ase [aHHbIX, a Takke WH(OPMAUMOHHBIX TEXHOMNOMMA W
TEXHUYECKNX CPeacTB, MO3BONSAKOLWMX OCYLWeCTBNATb 06paboTky Takmx nepCoHanbHbIX
AaHHBIX C WCNONb30BaHMEM CPEACTB aBToMatudauum unm 6e3 UCMoNb30BaHUA TaKuUx
CpencTs.

MHdopmMaLMOHHbIE TEXHOMOrMM — MNPOLECCHl, MEeToAbl Moucka, cbopa, XpaHeHus,
06paboTkn, NPeaoCTaBNEHNs], PACNPOCTPaHEHN HAOPMaLMKN 1 CNOCcOBbl OCYLLLECTBIEHUST TaknX
npoLEeccoB U METOAOB.

MUcnonb3oBaHMe  MNepcoOHanbHbIX  AaHHbIX —  OEWCTBMA  (onepauun) C
nepcoHanbHbIMW OaHHbIMW, COBEPLUAEMble OMepaTopoM B LENsAX NPUHATUS PELUEHUA UNn
COBEPLUEHMSA WHbIX OEWCTBUA, MOPOXOAMLMNX HPUAMYECKME MOCNEACTBUS B OTHOLLUEHUMU
cybbekTa nepcoHarnbHbIX AaHHbIX UK Apyrnx nuy, nnubo MHbIM obpas3om 3aTparvsaoLLmnX
npaea n cBoboapbl CyGbeKTa NepcoHanbHbIX AaHHbIX UK APYrUX NnL.

MUcTo4HUK yrpo3bl 6e3onacHoCcTU MHdoOpMaUUKn — CyObekT 4OCTyna, MaTepuanbHbIn
06BEKT nnn consnyeckoe sBNeHne, SBNAHLLMECH MPUYNHON BO3HUKHOBEHUST Yrpo3bl 6e30nacHOCTM
NHdopMaLunn.

KoHTponupyemas 30Ha — npOCTPaHCTBO (Tepputopus, 30aHVe, 4YacTb  30aHus,
NMOMELLIEHME), B KOTOPOM UCKITKOYEHO HEKOHTPOMpyeMoe npebbiBaHne NMOCTOPOHHMX UL, a Takke
TPaHCMNOPTHBIX, TEXHUYECKUX N UHBIX MaTepuasbHbIX CPEACTB.

KoHdmaeHUuManbHOCTL NepcoHanbHbIX AaHHbIX — obd3atenbHoe Ans cobnoaeHus
onepaTopoM UMM MHbIM MOSYYMBLUMM [OCTYN K MEepCOHarbHbIM JaHHbIM NULOM TpeboBaHue He
ponyckaTb UX pacnpoctpaHeHne 6e3 cornacus CyObekTa NepCoHarbHbIX OaHHbIX UM Hamnmuns
MHOIO 3aKOHHOTO OCHOBAHWS.

MexceteBoM 3KpaH — JiokarlbHOE  (OOHOKOMMOHEHTHOE) WM YHKUMOHANbHO-
pacnpeneneHHoe nporpaMMHoe (NMporpammHO-annapaTHoe) CPeacTBO (KOMMMEKC), peanunsytoLlee
KOHTPOb 3a MHCpOpMaLMeN, NocTynaroLLen B MHAHOPMaLMOHHYHO CUCTEMY MEPCOHArbHbIX AaHHbIX U
(wnn) BbIXOAALLEN 13 MHPOPMALMOHHOW CUCTEMBI.

HapywwuTtenb 6e30nacHOCTU nepcoHanbHbIX AAHHbIX — (OU3NYECKOoe ML, CRyYanHo
WM NpegHaMepeHHO coBepLuatoLllee OEeNCTBUS, CrneacTBMEM KOTOPbIX SIBMSIETCA HapylleHue
6e30MacHOCTM  MepPCoHarnbHbIX AdaHHbIX MpY MX 00paboTke TEeXHWYEeCKUMM CpeactBamu B
MHPOPMALMOHHbBIX CUCTEMAX NEPCOHarbHbIX AaHHbIX.

HeaBTOMaTM3MpoBaHHass o006paboTka nepcoHanbHbIX AaHHbIX — 06paboTka
NepcoHanbHbIX [aHHbIX, CcoAepXawmxca B WH(OPMALMOHHOM CUCTEME NEepPCOHaNbHbIX
AaHHbIX MO0 M3BMNEYEHHbIX W3 TaKOW CUCTEMbI, CYMTAEeTCs OCyLecTBreHHon ©0e3
MCNONb30BaHNs CPEACTB aBTOMaTu3auun (HeaBTOMaTM3MPOBAHHOM), €CNN Takue OEeNCTBUSA C
nepcoHanbHbiIMX  [aHHbIMKW, KakK  WCMNOMb30BaHWE, YTOYHEHWEe, pacnpoCTpaHeHue,
YHUUTOXEHNE NepCOHarbHbIX AaHHbIX B OTHOLUEHUN KaXXAoro M3 CyObeKkToB MepCcoHanbHbIX
AaHHbIX, OCYLLECTBASAOTCS NPU HENOCPEACTBEHHOM Y4acTUN YernoBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (OYHKUMOHAsbHbIE BO3MOXHOCTM  CPEOCTB
BbIYMCIIUTENBHON TEXHUKW, HE ONMUCAHHBIE UMM HE COOTBETCTBYIOLLME OMUCAHHBIM B JOKYMEHTaLuK,
Npy MCMNOMb30BaHUN KOTOPbIX BO3MOXHO HapyLlUeHWe KOHMUAEHLMANbLHOCTW, OOCTYNHOCTU WUnu
LieNnocTHoCTM obpabaTbiBaeMon MHopMaLni.



HecaHKUuMOHMpPOBaHHLIN AOCTYN (HECAHKLMOHMPOBAHHbIE AENCTBUA) — OOCTYN K
NHdopMaUMM Unu OencTBusa C MHpopMaLmen, HapyLlaroLme npasuna pasrpaHnyeHns ocTyna ¢
MCMOMb30BaHMEM  LUTATHbIX CPEACTB, NPenoCTaBnsieMblX MHGPOPMAaLMOHHLIMK - CUCTEMaMU
nepcoHanbHbIX AAaHHbIX.

Hocutenb uHdopmaumm — humanyeckoe NULO UnNn martepuanbHbin 06HEKT, B TOM Ymcne
dmanyeckoe nore, B KOTOPOM MHAOPMaUMs HaXoauT CBOE OTpaXkeHue B BMOE CUMMBOSIOB, 0Opa3os.,
CUrHamnoB, TEXHUYECKUX PELUEHMN U NPOLIECCOB, KONMMYECTBEHHbLIX XapaKTEPUCTUK (PU3NYECKMX
BEIMNYUH.

O6e3nnuyuBaHMe nepcoHanbHbIX AaHHbIX — AEWCTBUS, B pe3ynbTaTte KOTOPbIX
HEBO3MOXHO OnpeaenuTb NPUHAANEXHOCTb NePCOHanbHbIX AAHHbIX KOHKPETHOMY CyObekTy
nepcoHanbHbIX AaHHbIX.

OO6paboTka nepcoHanbHbIX AaHHbIX — OENCTBUS (onepauum) C NepCoHarnbHbIMM
AaHHbIMKM, BKIoYasa cOOp, cucTeMatMsaumio, HakomneHue, XpaHeHue, YTovHeHue (OOHOBMeHMe,
N3MEHEHME), UCMOSMb30BaHWE, pacnpocTpaHeHne (B TOM 4ucne nepegady), obesnuumBaHue,
GroknpoBaHMe, YHUHTOXEHWE NEPCOHArbHbLIX AaHHbIX.

OOLwenocTynHble nNepcoHarnbHble AaHHble — MNepcoHanbHble [OaHHble, OOCTYnM
HeorpaHMYeHHOro Kpyra nuu, K KOTOpbIM NpefocTaBneH ¢ cornacus cybbekTa nepcoHarnbHbIX
AaHHbIX NN Ha KOTOpPble B COOTBETCTBMM C dheaepanbHbiMy 3akOHaMM HE pacnpoCTpaHsieTcs
TpeboBaHue cobnogeHnss KoHMAEHUManbHOCTH.

OnepaTtop (nepcoHanbHbIX AaHHbIX) — FOCYOAPCTBEHHbIA OpraH, MyHULMMNanbHbIN
OpraH, ropuanyeckoe nnm nsnmyeckoe nNnLo, OpraHmaytoLLee 1 (Mnu) ocyLlecTensowee obpaboTky
nepcoHanbHbIX AaHHbIX, a TaKke onpeaensoLme Lueny n cogepxaHne obpaboTkn nepcoHanbHbIX
AaHHbIX.

TexHuyeckne cpeacrtea MHHOPMaALIMOHHOU CUCTEMbI NMEepPCOHaNbHbIX AaHHbIX —
CPencTBa BbIMUCIUTENBHOW TEXHUKK, MHGOPMALMOHHO-BLIMMCIINTENBHBIE KOMMIIEKChI U CETH,
CpeacTBa M cucTembl nepedadn, npvema m obpabotkm MNOH (cpeactBa M CUCTEMBI 3BYKO3aNUCH,
3BYKOYCUIEHMS, 3BYKOBOCTPOM3BEOEHMS, NEPErOBOPHbIE U TENEBU3NOHHBIE YCTPOWCTBA, CPeacTBa
N3rOTOBIEHWS, TUPXXNPOBAHUS OOKYMEHTOB M OpyrMe TeXHUYECKMe CpeacTBa obpaboTku peyeBon,
rpagomyeckon, Buaeo- U BykBEHHO-UMPPOBOM  MHGpOpMaumMK), MpOrpaMMHble  CPEeacTBa
(onepaumoHHble CUCTEMbI, CUCTEMbI YynpaBneHus 6asamy JaHHbIX W Tn.), Cpeactea  3aluTbl
nHpopMaLmK, NpUMEHsSEMbIE B MH(POPMALIMOHHBIX CUCTEMAX.

MepexBaT (MHcpopmMauun) — HenpaBoMepHoe nony4YeHne wHdopmauum ¢ uc-
Nofb30BaHMEM TEXHUYECKOro CpPEeACTBa, OCYLIECTBASKLWEro obHapyxeHue, npuem u
06paboTKy MHPOPMATUBHBLIX CUTHASOB.

MepcoHanbHble AaHHble — ntobass MHOopMaUUs, OTHOCALLASACHA K onpeaerieHHOMY
UNn onpenensieMoMy Ha OCHOBaHWW Takow WHGOpMauun usmdeckomy nuuy (cyobekTy
nepcoHanbHbIX AaHHbIX), B TOM 4ucne ero baMmunusg, Ums, OT4eCTBO, rod, Mecsu, Aata u
MECTO pOXOeHusd, agpec, CeMenHoe, couuanbHoe, UMYLLEeCTBEHHOE MOMoXeHue,
obpasoBaHue, npodeccusi, 4OXOAbl, Apyras UHopmauus.

MoGoyYHbIE 3NEeKTPOMArHUTHbIe W3NyYEeHUS W HaBOAKW — 3rIeKTPOMarHuUTHbIE
N3Ny4YeHns TEXHUYECKNX CcpeacTB 00paboTkM 3almiaeMon MHopMaunn, Bo3HUKaLWme Kak
nobo4yHOe $BNEHME U BbI3BAHHbIE JNEKTPUYECKMMU CUrHanamu, AENCTBYOLMMU B UX
SNEKTPUYECKMX N MArHUTHbLIX LENsiX, a Takke 3NeKTPOMarHUTHbIE HABOLKN 3TUX CUrHasnoB Ha
TOKOMPOBOASLLMNE NIMHUWN, KOHCTPYKLUKN U LEeNn NMUTaHUS.

Monutuka «4mucToro ctona» — KOMMIIEKC OPraHU3aumoOHHbIX  MEpPONPUATUN,
KOHTPONMUPYIOLLMX OTCYTCTBUE 3anuCbiBaHUA Ha BymaxHble HOcUTenu Krnroden n atpubyTtos
AocTyna (naponemn) n xpaHeHust nx Bbnmnamn o6bLEKTOB gocTyna.



NMonb3oBaTenb MH(GPOPMALMOHHON CUCTEMbl NEPCOHalNbHbIX AaHHbIX — L0,
yyacTByloliee B (PYHKLMOHMPOBAHUN WMH(OPMALMOHHOM CUCTEMbI NEPCOHAnbHbIX AaHHbIX
UM ncnonb3yoLlee pesyrnbraTbl ee PYHKLMOHUPOBaHUS.

MpaBuna pasrpaHM4yeHuss O4OCTyna — COBOKYMHOCTb MNpaBui, pPernameHTUpYHLmMxX
npaBa JocTyna cybbeKkToB A4OoCTyna K o6bekTam goctyna.

MporpammHaa 3aknagka — Kog MporpaMmbl, MPEeAHaMEPEHHO BHECEHHLIN B
nporpaMMmy C UEnbl  OCYLECTBUTb YTEYKY, W3MEHUTb, OnokupoBaTb, YHUHMTOXWUTb
WHpOpMaLMIO UMM YHUYTOXUTL W MOAMUUMPOBATbL NporpammHoe  obecnedeHve
MH(POPMALMOHHOM CUCTEMbI MEePCOHanbHbIX AaHHbIX M (MnKM) GnokupoBaTb annapartHble
cpeacTea.

MporpammHoe (NporpamMMHO-MaTeMaTU4yeckoe) BO3AEUCTBUE — HECAHKLUMO-
HMPOBAHHOE BO3OENCTBME Ha pecypCbl aBTOMAaTU3MPOBaHHOW WMHAPOPMALMOHHOW CUCTEMBI,
OCYLLECTBIIIEMOE C UCMOSIb30BaHMEM BPEAOHOCHbLIX MPOrpamMm.

PackpbiTue nepcoHanbHbIX AAHHbIX — YMbILWIEHHOE UMW Cllyd4arHOe HapylleHue
KOH(pnOeHUManbHOCTM NePCoHarbHbIX AaHHbIX.

PacnpocTtpaHeHMe nepcoHanbHbIX AaHHbIX — [OEWUCTBUS, HanpaBfeHHble Ha
nepenavy nepcoHarnbHbIX OaHHbIX ONpeaerieHHOMY Kpyry nuy (nepegada nepcoHarbHbIX
AAHHbIX) NN Ha O3HAKOMIIEHNE C NepCOHasbHbIMU JAaHHLIMW HEOrPaHUYEHHOro Kpyra fvu, B
TOM 4ucre obHapoaoBaHME MepPCOHanbHbIX AAHHbIX B CPEACTBaX MaccoBOW MHGOpMaL MK,
pasmelieHme B UHPOPMALNOHHO-TENEKOMMYHUKALUMOHHBIX CETAX WK  NpefocTaBrieHne
A0CTyna K NepcoHanbHbIM JAaHHbIM KaKMM-NIMBO MHBIM cnocobom.

Pecypc wvH(pOpMaLMOHHON CUCTEMbl — WMEHOBAHHbLIN 3fIEMEHT CUCTEMHOrO,
NPUKNagHoOro wWnNu annapaTtHoro obecneyeHnst QYHKUMOHMPOBAHUA  WHGOPMAaLMOHHON
CUCTEMBI.

CneumanbHble KaTeropum nepcoHanbHbIX AaHHbIX — MEPCOHAamNbHbIE [OaHHbIE,
Kacawlimecs pacoBOW, HaUMOHaNbHOW MNPUHALMEXHOCTU, MNONUTUYECKUX  B3rMSLOB,
PENUIMO3HbLIX M rnnococknx ybexaeHnn, COCTOAHUA 340POBbS M MHTMMHOWM KU3HU
cybbeKkTa NnepcoHarnbHbIX JAHHbIX.

CpeactBa BbIMUCNUTENBHOM TeXHUKU — COBOKYMHOCTb MPOrPaMMHBLIX U TEXHUYECKNX
3MEMEHTOB CUCTEM 00paboTKM AaHHbIX, CMOCOOHBIX (OYHKLMOHMPOBATL CaMOCTOATENBHO UMK B
coCTaBe Opyrux CUCTEM.

CybbekT poctyna (CyOobekT)— nvuo wnu npouecc, AeWCTBUS KOTOPOro  per-
namMeHTUPYTCSA NpaBuiaMmmn pasrpaHMyYeHns gocryna.

TexHn4Yecknm KaHan yTevyku MHcopmMauum — COBOKYMHOCTb HOCUTENS WHopmMaumm
(cpeoctBa 06paboTkK), huanyeckon cpedbl PacnpoCTpaHEeHUs MHOPMAaTMBHOMO curHana w
CPEACTB, KOTOPbIMM J0ObLIBAETCS 3alumLLaemMast nHdopmauus.

Yrpo3bl 6e30MacHOCTU MNepCcoHanbHbIX MAaHHbIX — COBOKYMHOCTb YCMOBUA U
hakTopoB, CO3MaloLLMX ONMACHOCTb HECAHKUMOHUPOBAHHOIMO, B TOM YUCHe CRy4YanHoro, AocTyna K
nepcoHanbHbiM  OaHHbIM, PEe3yrbTaTtoM  KOTOPOro MOXET CTaTb  YHUYTOXEHUE, W3MEHEHUE,
GrokvpoBaHue, KOMUPOBaHWE, pPacrpoOCTPaHEHME MEePCOHamnbHbIX [OaHHbIX, a Takke WHbIX
HECaHKUMOHNPOBAHHbLIX AENCTBUA Npu X 0bpabdoTke B MHPOPMALIMOHHON CUCTEME MEPCOHArbHbIX
AaHHbIX.

YHUYTOXEHNe nepCoHalNbHbIX QAaHHbIX — [OEACTBUS, B pesynbrate  KOTOpbIX
HEBO3MOXHO BOCCTaHOBWUTb COAepXXaHWe nepcoHasnibHbIX [aHHbIX B MHAOPMAUMOHHON cucteme
nepcoHanbHbIX OaHHbIX UM B Pe3ynbTaTte KOTOPbIX YHUMTOXAKOTCHA MaTepuanbHble HOCUTENU
nepcoHanbHbIX AaHHbIX.



YTeuka (3awmwaemon) wuHpoOpMauMM NO TEXHUYECKMM KaHamam — HEKOH-
Tporvpyemoe pacrnpoCTpaHeHne WMHAOPMaLUM OT HOCUTENS 3allmiaeMon MHopmaumn 4Yepes
dom3nyecKyro cpeay 0O TEXHUYECKOrO CPeaCTBa, OCYLLECTBIAOLLEro nepexasaT nHpopmauum.

Ya3BuMOCTb — CnabocTb B CpeactBax 3aluTbl, KOTOPYHD MOXHO MCMONnb30BaTb ONS
HapyLLEeHUA CUCTEMbI UMK coaepXKaLLencsi B Hel MHGopMaLmn.

LlenocTtHocTb MHpOpMaumm — cnocobHOCTb CpeacTBa BbIMUCIIUTENBHOM TEXHUKU WA
aBTOMATU3NPOBAHHOW CUCTEMbl ObecneuvBatb HEU3MEHHOCTb MHGOPMaummM B YCIOBUAX
Cry4ariHOro Uvinm npegHamMmepeHHOro UCKaXKeHNs (paspyLUueHmnst).



OBO3HAYEHUA U COKPALLEHUA

ABC — aHTuBMpYyCHbIE CpeacTea

APM — aBTOMatM3npoBaHHOE paboyee MecTo

BTCC — BcriomoraTenbHble TEXHUYECKME CPEACTBaA U CUCTEMBI
NCIMOH — nHdopmMaumoHHasa cuctemMa NepcoHarnbHbIX AaHHbIX
K3 — koHTponupyemas 3oHa

JIBC — nokanbHas BblMMCIUTENbHAsA CETb

M3 — mexceTeBow akpaH

HC[ — HecaHKUMOHNPOBaHHbIN AOCTYM

OC - onepaumnoHHasi cuctema

MOH — nepcoHanbHble AaHHbIE

MMB — nporpaMmmMHo-MaTemMaTnyeckoe Bo3gencTene

MO — nporpammHoe obecneyeHune

N3MWH — noboYHbIe aneKTpoOMarHUTHbIE U3MyYeHNs U HaBOOKU
CAS3 - cuctema aHanmaa 3aLuLLEeHHOCTH

C3W — cpepncTtBa 3awmThl MHOpMaLmMm

C3lMNAH — cuctema (noacucrtema) 3awmnTbl NEPCOHANbHbIX LaHHbIX
COB - cuctema obHapyXeHusi BTOPXXEHUI

TKYW — TexHn4yeckme kaHarnbl yTeykn nHpopmaumm

YBIMOH — yrpo3bl 6e30nacHOCTU NePCOHarbHbIX JaHHbIX



BBEOEHUE

Hactosiwaa KoHuenuus umHdopmaumoHHon 6GesonacHoctn WCITIOH, <4BnsieTcs
oduymanbHbIM LOKYMEHTOM, B KOTOPOM OrnpeferieHa cuctema B3rnsgoB Ha obecneyeHue
MHopMaLUnoHHon 6esonacHocTu LLkonbl.

HeobxoanumocTb pa3paboTkn KoHuenuwun obycnosneHa CTPEMUTENbHbBIM
paclumpeHmem cdepbl MPUMEHEHUS HOBENLLNX MH(POPMALMOHHBLIX TEXHOMOMMM 1 NPOLLEeCCOB
B YupexgeHusix, npu obpabotke uHdpopmaumm BooOOLIE, WU NEepCOHanbHbIX AAHHbIX B
YaCTHOCTH.

Hactoswaa KoHuenuua onpegensetr OCHOBHble LEenM W 3agadn, a Takke obuyto
cTpaTernio NMOCTPOEHUSA CUCTEMbI 3almuTbl NepcoHanbHblX AaHHbiX (C3lMOH) YupexaeHus.
KoHuenums onpegensieT oCHOBHble TpeboBaHusa U 6a3oBble NOAXOAbl K UX peanu3aumn, ans
AOCTWKeHnsa TpebyeMoro ypoBHsa 6e3onacHOCTN MHopMaunn.

KoHuenumst paspabotaHa B COOTBETCTBMM C CUCTEMHBIM MOAXOO0M K obecrneyeHuto
nHpopmaunoHHon 6esonacHoctM. CUCTEMHbIM MOAXOA4 NpegnonaraeT npoBeaeHue
KOMMNrekca MeponpuSaTUA,  BKAOYAKOWMX — UCCredoBaHMe  yrpo3  UMHAOPMaLMOHHON
BGesonacHoOCTU 1 pas3paboTky cuctembl 3awmTbl MOH, C NO3MUMN KOMMANEKCHOTO NPUMEHEHMS
TEXHUYECKNX U OPraHN3aLMOHHbBIX MEP N CPEACTB 3alUnThl.

Mog wvHMopmaumoHHon  6GesonacHocTtbo [1H  nNoOHMMaeTcs  3alULEHHOCTb
nepcoHanbHbIX AaHHbIX 1 0bpabaTtbiBalowen nx MHPPaCTPYKType OT MobbIX CriyvyanHbIX Unu
3rIOHaMEpPEHHbIX BO3AENCTBUMN, Pe3yNbTaTOM KOTOPbIX MOXET SIBUTbCS HaHeceHue yulepba
camon uHdopmauuu, ee Bnagenouam (cydvektam [OH) mnn mnHppacTpyktype. 3agayum
NHOPMaLMOHHON 6e30MacHOCTU CBOAATCA K  MUHMMM3auuM yuwepba OT BO3MOXHOM
peanu3aumn yrpo3 6esonacHoctu lN[H, a Takke K MPOrHO3MpPOBaHMIO U NpeaoTBpPaLLEHUIO
Takmnx BO3OENCTBUN.

KoHuenumst cnyxmt ocHoBoM AN pas3paboTkm KOMMSeKca OpraHM3auMOHHbIX W
TEXHMYECKNX Mep no obecneyvyeHnto nHpopmaLumMoHHON 6e30nNacHOCTU YUpexaeHun, a Takke
HOPMAaTMBHbLIX N METOOMYECKMX [OOKYMEHTOB, obecrneuvvBalolmx ee peanus3auuio, U He
npegnonaraer noaMeHbl OYHKUMMA rocygapCTBEHHbIX OpraHoB Bractu  Poccuinckon
depepauun, otBevaromx 3a obecneyeHne 6e3onacHOCTN MHGPOPMALMOHHBIX TEXHOMOIMIA U
3awnTy NHopmaumu.

KoHuenums senseTca MeTogonormnyeckon oCHOBOM ANS:

- bOpMUPOBaHNA W NPOBEAEHUS €eAMHON NonUTUKM B obnactu obecneyeHus
6esonacHocTu MNOH B NCIMOH YupexnoeHus;

- MPVHATUS  YNPaBfeHYeCKNX pelleHnn un paspaboTkM npakTUyeckux Mep Mo
BOMMOLWEHNI0 Nonntmnkn 6esonacHocTn MAH 1 BblipaboTKM KOMMEKCa COrnacoBaHHbIX Mep
HOPMaTMBHO-NPABOBOro, TEXHOSIONMYECKOro W OpraHm3aumoHHO-TEXHUYECKOro Xapaktepa,
HanpaBfeHHbIX Ha BbISBMEHNE, OTPaXeHWe W NUKBMOAUMIO MOCNEeACTBUMA  peanusauuun
pasnuyHbIX BUAOB yrpo3 MNAH;

- KOOpPOMHAUMN  OEATENbHOCTU  CTPYKTYPHbIX MnoapasgeneHun  YypexpgeHus npu
nposegeHun pabot no passutmio n akcnnyatauun WCIMOH ¢ cobniogeHnem TpeboBaHui
obecneyeHuns 6esonacHocTn MNOH;

- pa3paboTkM npennioXXeHMn Mo COBEPLUEHCTBOBAHWIO MNPaBOBOr0, HOPMATMBHOIO,
METOONYECKOro, TEXHMYECKOrO M OpraHu3aumoHHoro obecneuveHuns 6esonacHoctn [MNOH B
NCIOH YuypexaeHus.

O6nactb NnpuMmeHeHns KoHuenumm pacnpocTpaHAEeTCsl Ha BCE yYpEXAeHUs uMetoLme
OTHOWEHNe K cucteme ob6pasoBaHna  TaWMbIPCKOrO  MyHMUMMNANbHOIO  panioHa,



SKCnnyaTtmpylowme TexHudeckme u  nporpammHble cpeactea  WCIOH, B KOTOpbIX
ocyLlecTBnseTca aBToMatuanpoBaHHas obpaboTtka [MOH, a Takke Ha noapasgeneHus,
OCyLlecTBMAIOWMNE CcOoMNpoBoXdeHue, obcnyxuBaHne un obecneyeHue HOPMAarbHOro
dyHkumoHnposanna ACIOH.

MpaBoBon 6ason ana paspabotkm Hactosiwen KoHuenuuwm cnyxaTt TpeboBaHus
AencTeyowmMx B Poccun 3akoHogaTenbHbIX U HOPMATUBHBLIX AOKYMEHTOB MO obecneyvyeHunto
6e3onacHoCTH nepcoHanbHbIX AaHHbIX (MOH).
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1 O6wme nonoxeHus

Hactoswaa KoHuenuua onpegensetr OCHOBHble LenM W 3agadn, a Takke obuyyto
cTpaTermio NOCTPOEHMSI CUCTEMbI 3alUTbl NepcoHanbHbiX gaHHbix (C3IMOH) YupexneHus, B
cootBetcTBUN C [lepedyHem WCIOH. KoHuenuusi onpegensier OCHOBHble TpeboBaHus U
6asoBble Noaxodbl K UX peanusauuun, OAns JOCTUXKeHus TpebyeMoro ypoBHA GesonacHoCTh
NHopMaLnu.

C3MNAH npeactaBnder cobor COBOKYMHOCTb OPraHM3auMOHHBbIX WM TEXHUYECKUX
mMeponpuatui gns 3awmtbl MOH OT HEenpaBOMEPHOro WnM Cry4yarMHOro AO0CTyna K HUM,
YHUUTOXEHUS, U3MEHEHUS, BNOKMPOBaHNA, KONMPOBaHMS, pacnpoctpaHenus MOH, a Takke
WHbIX HENPaBOMEPHbIX OENCTBUN C HAMMN.

BesonacHOCTb  nepcoHanbHbiX  AaHHbIX ~ OOCTMraeTcss  MyTeM  UCKIIYeHUs
HECaHKLMOHMPOBAHHOIO, B TOM 4uCrie Cry4yanHoro, AOCTyna K MNepCcoHanbHbIM AaHHbIM,
pe3ynbTaToM KOTOPOro MOXET CTaTb YHUYTOXEHME, W3MeHeHune, OnokupoBaHue,
KOnuMpoBaHwue, pacnpocTpaHeHne NepcoHanbHbIX  [aHHbIX, a Takxke NHbIX
HeCaHKLMOHNPOBaHHbIX AENCTBUN.

CTpykTypa, coctaB U OCHOBHble (hyHKuun C3I1[H onpegensoTcs Mcxogs U3 knacca
NCMAOx. C3MOH BKMAOYAET OpraHM3auuoHHbIE Mepbl U TEeXHUYECKMe cpeactBa 3awmTbl
MHpopMauumn (B ToM 4mucne LwmndpoBanbHble (KpunTorpadguyeckme) cpeacTtsa, cpencrsa
npeaoTBpaLLEHMs HECaHKLMOHUPOBAHHOMO AOCTYyNa, YTeYkn MHOopMauMn No TEXHUYECKUM
KaHanam, nporpaMMHO-TEXHUYECKMX BO3OENCTBMA Ha TEXHW4YECKME cpeacTBa 06paboTku
MAH), a Takke ncnonb3yemble B MHPOPMALMOHHON cUCTEME MHOPMALMOHHBIE TEXHOMNOMUM.

OTn Mepbl NpM3BaHbl 06ECNeYnTD:

- KOHthMaeHUMaNbLHOCTL  MHOPMaLMM  (3awmTa  OT  HeCaHKUMOHWPOBAHHOMO
O3HaKOMMEeHUs);

- LLleNIOCTHOCTb MHOpMaLMK (akTyanbHOCTb M HEMPOTMBOPEYMBOCTb MHGOPMaLUK,
€€ 3alUNLLIEHHOCTb OT pa3pyLUEHNA N HECAHKLMOHMPOBAHHOIO N3MEHEHUS);

- AOCTYNHOCTb WHopMauMm (BO3MOXHOCTb 3a MNPUEMIIEMOE BpeMs MonyyYnTb
Tpebyemyo MHOPMALMOHHYIO YCRyry).

Ctagum co3ganus C3lMOH Bkto4atoT:

- NPeanpoeKkTHass cTagumd, BKIoYawwas npeanpoektHoe obceneposaHne WCTIOH,
pa3paboTKy TEXHUYECKOro (HaCcTHOro TEXHUYECKOro) 3ajaHna Ha ee co3daHune;

- cTagus  npoekTupoBaHus  (paspaboTkn npoektoB) wu  peanusaumm  UCTOH,
BKMtovatoLas paspabotky C3IMOH B coctase NCTOH;

- ctagns BeBoga B peunctBue C3l[H, BKnoYawowas OMbITHYIO 3JKCnnyaTaumio U
NpMemMo-caaTodHble  UCMbITaHUS CPeAcTB  3awuTbl  MHOPMauMnM, a Takke OLEHKY
cooteetcTBUA VCIOH TpeboBaHuamM 6e3onacHoCcTy nHopmaumn.

OpraHn3aumoHHble Mepbl NpeaycMaTpuBaloT CO3daHue W NoAdep)KaHue npaBoOBOW
6a3bl 6esonacHoctn [10H u pa3paboTKky (BBeOeHWe B OENCTBME) NpPeayCMOTPEHHbIX
Monntnkon wmHpopmaumoHHon ©GesonacHoctn WCIMOH cnegyoowmnx opraHn3aumMOHHO-
pacnopsanTenbHbIX JOKYMEHTOB:

- MnaH meponpusaTui no obecnedeHnto 3awmTsl MNOH npu nx obpadoTtke B NCIOH;
- [nan meponpuaTnin No KOHTPONto obecneveHuns 3awmTbl MOH;
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- Mopsgok pesepBUpoOBaHNA U BOCCTaHOBMNEHUst pabotocnocobHoctn TC u IO, 6a3
AaHHbIX 1 C3U;

- lomkHOCTHas umHCTpykumst agmuHucTtpatopa WCIMOH B vactm obecneyeHus
6esonacHocTu MNOH npu nx o6pabotke B UCT1H;

- JOMKHOCTHaA MHCTPYKUMA agMuHuctpartopa 6esonacHoctn NCTOH;

- JomkHOCTHaA  MHCTpykumMst nonb3oBatensa WCIMOH B 4Yactm obecneyeHus
6esonacHocTu MNOH npu nx obpabotke B NCTOH;

- IHCTpyKUms Ha cryyan BO3HUKHOBEHWUS BHELLTATHOW CUTyauuu;

- PekomeHgaumm no ucnonb30BaHWIO MPorpaMMHbIX M annapaTHbIX CPeACTB 3aluThbl
NHJopMaLUN.

TexHnyeckne Mepbl 3alMTbl  peanusylTcsa Npyv  MOMOLUM  COOTBETCTBYIOLLMX
NPOrpamMmMHO-TEXHUYECKNX CPEACTB M METOAOB 3aLUUTHI.

MNepeyeHb HEOOBXOAMMBIX Mep 3aluMTbl MHpOpMaLMK onpeaenseTca no pesynbratam
BHYTpeHHen nposepkun 6esonacHoctn NCIOH YupexaeHus.
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2 3apgaum C3MNOH

OcHoBHOM uenbto  C3MNOH 4aBnsetca  MuHMMM3aums  yuwepba OT  BO3MOXHOM
peanu3aunn yrpo3 6esonacHoctu MNAH.

[na poctmkeHust ocHoBHOW Uenn cuctema 6esonacHoctn MAOH WCIOH pomkHa
obecneumBaTb ahPEKTUBHOE peELLEHNE CneayLmMx 3agad:

- 3aWmMTy OT BMewaTenscTBa B npouecc dyHkumoHnposaHna WNCIOH NOCTOPOHHMX
nny, (BO3MOXHOCTb ucrnonb3osBaHna AC M O0OCTyn K ee pecypcaM AOMKHbl UMETb TOSbKO
3aperncTpupoBaHHbIe YCTAaHOBMEHHBIM MOPAAKOM NOMb30BaTenn);

- pasrpaHnyeHne [JocTyna 3apermcTpupoBaHHbIX MNoNb3oBaTenen K annapaTHbIM,
nNporpaMmHbIM 1 nHdopMaumoHHbIM pecypcam VICIOH (BO3MOXHOCTb JOCTYNa TOMbKO K TeM
pecypcam 1 BbINOMHEHUS TOMbKO TeX onepaunin C HAMU, KOTopble HEOBXOANMbI KOHKPETHbIM
nonob3osatenam WCIIOH [na BbINOMHEHUS CBOMX CryXeOHbIXx 06sa3aHHOCTEN), TO eCTb
3aWMTy OT HECAHKLMOHNPOBAHHOIO AocTyna:

1) k nHcbopmaumm, umpkynupytowein B UICMAOH;
2) cpeacTtBam BbluMcnMTeNbHOM TexHUkM NCTOH;

3) annapaTtHbiM, MPOrpaMMHbLIM M KpunTorpaduyeckm cpeactsam 3aliuThl,
ncrnonbdyemoim B NCIMOH;

- perucTpaumio  AenucTBuM Nonb3oBaTenen npu  UCMONb30BaHUM  3aLLULLAEMbIX
pecypcoB UCIIOH B CUCTEMHBbIX XypHanax M NEepuoauyecKUii KOHTPOSb KOPPEKTHOCTMU
AEeNCTBUI Nonb3oBaTternen CUCTEMbI MyTEM aHanM3a Co4epPXXMMOro 3TUX XXYPHanos;

- KOHTPOSb  UenocTtHocTn (obecneyeHne HEU3MEHHOCTU) cpedbl  MCMOSNHEHUSN
nporpaMmm n ee BOCCTAHOBMNEHNE B Crlydae HapyLleHus;

- 3aWMTY OT HECAHKUMOHMPOBAHHOM MoAMMUKALMM U  KOHTPOSb  LIENOCTHOCTU
ncrnonbdyemblx B UCIMOH nporpaMMHbIX CPEACTB, a Takke 3awuTy CUCTEMbl OT BHeOpPEeHUs
HEeCaHKLMOHMPOBAHHbIX MPOrpamMmm;

- 3awmTy MOH OT yTeYkM NO TEXHUYECKMM KaHanam npu ee obpaboTke, XpaHEeHUN U
nepegave rno KkaHanam cBAa3su;

- 3awmty MOH, xpaHumon, obpabaTtbiBaemMon 1 nepegaBaeMon No KaHanam cBs3u, oT
HeCaHKLUMOHNPOBAHHOIO pasrialleHnst UNn UCKaXXeHus;

- obecneyveHne XMBYYEeCTU KpUnTorpau4ecknx CpeactB 3awuTbl MHopMaumMm npu
KOMNpoMeTaunm 4acTu KIto4eBOW CUCTEMBI,

- CBOEBPEMEHHOE BbISIBNIEHNE WCTOYHUKOB Yyrpo3 6esonacHoctu [10H, npuuvH un
YCINOBMI, CNOCOOCTBYIOLINX HaHeceHu yuwepba cybbektam [[H, co3gaHve mexaHu3ma
onepaTMBHOIO pearMpoBaHust Ha yrpo3bl 6esonacHocty MNOH 1 HeraTMBHbIE TEHAEHUNY;

- CO34aHMe YCMoBUMN ANd MUHUMMM3aAUMM M NoKanu3auuum HaHocumoro yuiepba
HenpaBOMEPHbLIMN AENCTBUSMN (PUBNYECKUX U HOPUANYECKUX NNL, ocrnabneHne HeratMBHOro
BNUAHNA 1 NTUKBUOAUNA NOCNEACTBUIA HapyLeHusa 6esonacHocTu MNOH.
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3 O61beKTbl 3aWmThl

3.1 NepeyeHb UH(POPMALMOHHBLIX CUCTEM

B  VYupexgeHum  npousBogutcss  0bBpaboTka  mepcoHanbHbiX  AaHHbIX B
MHAPOPMAaLIMOHHBIX cuctema ob6paboTku nepcoHanbHbiX gaHHbIX (UCIOR).

MepeyeHb NCIOH onpepensaeTcs Ha ocHoBaHun OT4eTa Mo pesynbTaTamM BHYTPEHHEN
NPOBEPKM.

3.2 NMepeyeHb OGHLEKTOB 3alUThI

Ob6bektamn 3aWwnTbl ABAAKTCA — MHGopmauus, obpabatbiBaemas B WCIIOH, u
TexXHn4Yeckne cpeactsa ee o06paboTkM M 3awnTbl. [lepeveHb nepcoHanbHbIX OaHHbIX,
nognexawme sawute, onpeaeneH B [lepedHe nepcoHanbHbIX AaHHbIX, NOANeXalmx 3awmTe
B CIA.

O6bekTbl 3aWUThI BKNHOYAIOT:

1) O6pabaTbiBaemas nHdopmalms.

2) TexHonornyeckasi MHGopMauus.

3) MNporpamMmmMHo-TeXHUYECKMEe cpeacTBa 06paboTKu.

4) Cpepnctea 3awmTbl MOH.

5) KaHanbl MHhopMaLuMoHHOro 06MeHa 1 TENEKOMMYHUKaLNK.

6) O6beKTbl 1 MOMELLEHNS], B KOTOPbIX pasmelLLeHbl KoMNoHeHTbl CTOH.
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4 Knaccudukauusa nonb3oartenen UCMNOH

Monb3osatenem WCIIOH saBnsetca nuuo, yyacTBywwee B (PYHKLUNOHUMPOBAHMM
MH(POPMALMOHHOM CUCTEMbI MEPCOHArbHbIX AAHHbBIX UM UCMNOMb3yloLlee pesynbTaTbl ee
dyHKUnoHnpoBaHus. Monb3osatenem WCIIOH sBnseTtca nobon COTpyaHMK YypexaeHus,
nmetowmn goctyn kK VICIMOH n ee pecypcam B COOTBETCTBMM C YCTAHOBMEHHbLIM MOPSLKOM, B
COOTBETCTBUM C €ro PyHKLMOHANbHbIMN 06A3aHHOCTSIMW.

Monb3osatenu NCIOH genarca Ha TpyM OCHOBHbIE KaTeropum:

1) Aomunuctpatop WCMOH. CoTpyaoHUKM  YUpexaeHusl, KoTopble 3aHMMatoTcs
HaCTPOMKOW, BHEAPEHMEM N CONPOBOXAEHMEM cucTeMbl. AoMuHuctpatop NCIOH obnagaet
crneayoLwmm ypoBHEM JOCTyNa:

- obnagaeT NofHOM MHpopMaUMeENn O CUCTEMHOM U NPUKNaAHOM NPOrpaMMHOM
obecnevyennn NCIOH;

- obnagaeT NOfHOM NMHpOPMaLMEN O TEXHNYECKUX CPEeACTBaX U KOHuUrypaumm
NCIan;

- UIMeEeT AOCTYN KO BCEM TEXHMYECKMM cpeactBam ob6paboTkm uHopmauumn un
paHHbIM NCTOH;

- obnagaeTr npaBamMu KOH(UIypupoBaHWA U aaMUHUCTPATUBHOW HACTPOWKMK
TexHudecknx cpeacts NCI1OH.

2) NporpammucT-paspabotunk WCIOH. COTpyaHWKM YUpeXOeHuUst WM CTOPOHHUX
opraHusaumi, KoTopble  3aHMMaroTcss  pas3paboTkonm  nporpaMMmHoro  obecneveHus.
Paspabotunk CINOH obnagaet cneayowmmM ypoBHEM AOCTyna:

- obnagaer wuHdopmaumen o6 anropuTmMax U nporpammax 06paboTkm
nHdpopmauun Ha NCIOH;

- obnagaer BO3MOXHOCTAMM  BHECEHMS OWMOOK, HegeknapupoBaHHbIX
BO3MOXHOCTEN, NPOrpaMMHbIX 3aKrnagoK, BPeOOHOCHbIX NporpamMm B MporpamMmHoe
obecneyenne NCIOH Ha cTagum ee pa3paboTkn, BHEAPEHNSA N COMPOBOXAEHUS;

- MOXeT pacrnonaratb NobbiMu dparMeHTamn uHoOpMauumM O TOMosioruu
NCIMOH n TexHnyeckux cpencreax obpabotkm v 3awmtbl MOH, obpabaTbiBaembix B
NCMNOn.

3) Onepatop WCMOH. CoTpyaHUKM noppasgeneHuii YUpexaeHus yy4acTBYLMX B
npouecce akcnnyataumm WCIOH. Onepatop WCIOH obnagaeT cneaylowmm YpOBHEM
poctyna:

- obnagaer BcemMu HeobxoouMbiMM aTpubytamm (Hanpumep, napornem),
obecneyvBaloLWMMmM OCTYN K HEKOTOPOMY nogmMHoxecTsy 0H;
- pacnonaraeTt KOHpaeHUMansHbIMU JaHHbIMK, K KOTOPbIM MMeeT AOCTY.

KaTteropun nonb3oBatenen gomkHbl ObiTb onpegenensl ans kaxagon VCIOH. JomkHo
ObITb YTOYHEHO pasgerneHne COTPYOHUKOB BHYTPM KaTeropuim, B COOTBETCTBUM C TuUnamu
nonb3oBarenen onpeaeneHHbiMu B MNonutmke MHopmaunoHHON 6e30nacHOCTMW.

Bce BbisiBrieHHble rpynnbl nofnb3oBaTtenien otpaxatwTtcs B OTyeTe no pesynbratam
BHyTpeHHeun nposepkn. Ha ocHoBaHun OT4eTa onpegenstoTcs npasa AOoCTyna K afieMeHTam
NCIOH ansa Bcex rpynn nonb3oBartenen u otpaxarTca B MaTtpuue goctyna B NonoxeHun o
pasrpaHMyeHnn npae goctyna Kk obpabaTbiBaeMbliM NepPCOHanbHbIM SaHHbIM.
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5 OcHoBHbIe MPUHUUNDbI NOCTPOEHNA CUCTEMbI KOMIMJIEKCHOM 3alUUTbI VIH(*)OpMaLIVIM

MocTpoeHne cuctembl obecneyveHus 6esonacHoctn MNAOH UCTOH YupexaeHus n ee
PYHKLMOHNPOBAHNE AOMMKHbI OCYLLECTBNATLCS B COOTBETCTBMM CO CNeayrLnMMmM OCHOBHbIMU
NPUHUMNaAMN;

- 3@KOHHOCTb;
- CUCTEMHOCTb,

KOMIMJ1IEKCHOCTb;

HEeNpPepbIBHOCTb;

CBOEBPEMEHHOCTb;,

npeemMcTtBeHHOCTb N HEMPEepPbIBHOCTb COBEPLUEHCTBOBAHUA,

nepcoHarnbHasd OTBETCTBEHHOCTD,

MWUHUMM3ALUNSA MOSNTHOMOYUN;

B3aMMOeuncTBme 1 COTpyAHN4YEeCTBO,

rMMOKOCTb CUCTEMbI 3aLLUNTDI;

OTKPbITOCTb aJllrOPUTMOB N MEXaHU3MOB 3alLNUThI;

NnpocCToTa NpUMEeHeEHNA CpeacTB 3allUThI;

Hay4YHasi 060CHOBAHHOCTb U TEXHUYECKas peann3yeMoCTb;
- cneumanusaums 1 npodeccnoHann3m;
- 06a3aTenbLHOCTb KOHTPONS.

5.1 3akoHHOCTb

[MpepnonaraeT oOcCywWlecTBNeHME 3alUUTHbIX Meponpusatui u paspabotky C3I0H
YuypexageHnsa B COOTBETCTBUM C AENCTBYHOLMM 3aKOoHOA4ATENbCTBOM B obnactu 3awuTsl MNMOH
N OpYyrMx HOPMAaTUBHbLIX akTOB MO ©Ge30nacHOCTU WMHOPMaUUKN, YTBEPXKOAEHHbLIX OpraHamu
rocyaapCTBEHHOW BNacTu 1 ynpasfeHus B npegesniax nx KoMneTeHumn.

Monb3oBatenn n obecnyxumeatowmn nepcoHan MAOH WUCTIOH YypexaeHus LOMmKHbI
ObiTb ocBegoMneHbl O nopsgke paboTbl C  3awumwaemMon wHdopmaumen wun 06
OTBETCTBEHHOCTM 3a 3awunThbl MNOH.

5.2 CucteMHOCTb

CuctemHbin nogxon k noctpoenuto C3IMOH YypexaeHus npegnonaraeT ydeT BCEX
B3aMMOCBSI3@HHbIX, B3aUMOLEWCTBYIOLUMX W W3MEHSIIOWMXCH BO BPEMEHN 3NEMEHTOB,
YyCnoBun 1 pakTopoB, CYLLECTBEHHO 3HAYMMbIX AN MOHUMaHUA W peleHns npobnemsbl
obecneyeHuns 6esonacHocTtu NAH NCTOH YupexaeHus.

Mpy co3gaHMM cUCTEMbI 3alUnTbl OOMKHbI Y4MTbIBATbCA BCe crabble u Haubornee
ya3BUMblE MecTa cuctembl obpaboTkm [H, a Takke XxapakTtep, BO3MOXHble OObEKTbl U
HanpaBneHns aTak  Ha CUCTEMY  CO CTOPOHBI HapyLimTenen (ocobeHHO
BbICOKOKBaNMUUMPOBAHHbIX 3M0YMbILLIIEHHUKOB), MYTU NPOHUKHOBEHUSI B pacnpeneneHHble
cuctembl 1 HC[L k nHcpopmaumnn. Cnuctema 3alumTbl AOIMKHA CTPOUTBLCA C YY4ETOM HE TOSbKO
BCEX W3BECTHbIX KaHanoB npoHukHoOBeHWss u HCL K wuHdopmauun, HO M C y4eToM
BO3MOXXHOCTW NOSABNEHUS MPUHLMNNANbHO HOBLIX NyTEN peanu3auumn yrpo3 6e30nacHoOCTu.
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5.3 KomnnekcHocTb

KomnnekcHoe wucnonb3oBaHMe METOAOB WM CpPeacTtB  3awutbl  npegnonaraet
corflacoBaHHOE MNPUMEHEHME PasHOPOAHbLIX CPEACTB NPU MOCTPOEHUU LIENOCTHOW CUCTEMBbI
3almThl, NepeKkpbIBaloLLEN BCE CyLLeCTBEHHbIe (3Ha4YMMble) KaHanbl peanu3aunm yrpo3 n He
cogepkawen cnabbix MECT Ha CTblKax OTAENbHbIX €€ KOMMNOHEHTOB.

3awmTta [JorpKHa CTPOUTLCA  SLEenoHMpoBaHO. [nNs  KakOoro KaHana yTeuku
MHOPMaLMN N ONS KaXOow yrpo3bl ©e30nacHOCTU OOIMKHO CyLecTBOBaTb HECKOSbKO
3aWnTHbIX pybexen. Co3gaHne 3almnTHbIX pybexen oCcyLlecTBNSeTCa C y4eTOM TOro, Y4Tobbl
ans nx npeogoneHns noTeHumanbHOMy 3MOYMbILLNEHHUKY TpeboBanucb
npodeccnoHarnbHble HaBbIKWU B HECKOSbKMX HEB3aMMOCBA3aHHbIX 00nacTsX.

BHewHAa  3awmTta gomkHa — obecneumBatbcs  PM3MYECKMMM  CpeacTBaMu,
OpraHM3aumoHHbIMM U NpaBoBbIMM Mepamu. OgHMM K3 Haubornee yKpenneHHbIX pybexen
npu3BaHbl ObITb cpeacTBa KpMnTorpadMyYeckon 3alLnTbl, peanm3oBaHHbIE C UCMONb30BaAHNEM
TexHonormn VPN. MNpuknagHon ypoBeHb 3aliunTbl, YYUTbIBAKOLWNA OCOBEHHOCTM NpeaMeTHON
obnacTu, npeactaBnseT BHYTPEHHUI pybex 3alunThl.

5.4 HenpepbiBHOCTL 3awuTbl MOH

3awumTta MNOH — He pa3oBoe MeponpusaTUE U He NPOCTasi COBOKYMHOCTb MPOBEAEHHbIX
MEpPOMNPUSATUA U YCTAHOBSIEHHbLIX CPEACTB 3alMThbl, a HENPEepbIBHbLIN LieneHanpasneHHbIN
npouecc, npeanonaratoLlmi NPUHATAE COOTBETCTBYIOLLMX Mep Ha BCEX 3Tanax >XU3HEHHOro
umkna ACT1OH.

NCIMOH [OmkHblI HaxoauTbCA B 3aLUMLLEHHOM COCTOSIHAM Ha MPOTSHKEHUN BCErO
BpeMeHU nX (PyHKUMOHUPOBaHMSA. B COOTBETCTBUN C 3TUM MPUHLMNOM AOSMKHbI MPUHUMATLCS
Mepbl No HegonyuweHuto nepexoga VCIOH B He3aWwmMLWEeHHOE COCTOSIHME.

BonbWKWHCTBY (PU3MYECKMX U TEXHUYECKUX CPeAcTB 3awuTtbl Ans 3dEEKTUBHOIO
BbINOSIHEHNST CBOMX (OYHKUUN HeobxoaMma MNOCTOsIHHAA TexHMYeckas M OpraHu3aumoHHas
(agMuHMCTpaTuBHaA) nogaepxka (CBoeBpeMEHHas CMeHa M obecneyeHue npaBUIbHOMO
XpPaHeHNs N NPUMEHEHUS WMEH, Naporfien, KYen LWndpoBaHMa, nepeonpeneneHne
nonHomounn un T.Nn.). MNepepbiBbl B paboTe cpeacTB 3awWuTbl MOryT OblTb MCNONb30BaHbI
3royMbILUNIEHHMKAMW NS aHanmM3a MpUMeHsieMblX MeTOdOB M CPeAcTB 3aliuTbl, AN
BHeOpEeHUA cneuuanbHbIX MPOrpaMMHbIX WM annapaTtHbiX "3aknagok” v Opyrux cpencrts
npeogosieHns CUCTEMbI 3aLLNTbI MOCIe BOCCTAHOBNEHUS ee DYHKLMOHNPOBAHWS.

5.5 CBoeBpeMeHHOCTb

MpegnonaraeTt ynpexgawwmn xapaktep mep obecneyvenna 6esonacHoctu MOH, TO
€CTb NMOCTaHOBKY 3agadv no komnnekcHon 3awmte NCIOH n peanusaunio mep obecneveHns
6esonacHocTu MNIOH Ha paHHMX cTaguax paspaboTtkn NCIOH B uenom n ee CMCTeEMbI 3aLMThbl
MHOpMaLNK, B YaCTHOCTW.

PaspaboTka cuctembl 3almuTbl OOMMKHA BECTUCb NapannenbHo ¢ pas3paboTkon u
pasBUTUEM CaMOW 3aLLMLLAEMON CUCTEMBI. DTO NO3BONUT y4ecTb TpeboBaHna 6e3onacHOCTU
Npy NPOEKTUPOBAHMM apXUTEKTYPbI U, B KOHEYHOM cYeTe, co3aaTb 6onee adhekTMBHbIE (Kak
no 3aTpatam pecypcoB, TaK U MO CTONKOCTK) 3aLUULLEHHbIE CUCTEMDI.

5.6 NpeemcTBEHHOCTb U COBepLUEHCTBOBaHMe

[NMpegnonaraloT MOCTOSAHHOE COBEPLUEHCTBOBAHME Mep W CpeacTB  3aluThbl
WHpopMaUUM Ha OCHOBE NPEEMCTBEHHOCTU OPraHM3auMOHHbIX W TEXHUYECKUX PeLLEHUHN,
KagpoBOro cocrtasa, aHanuaa gyHkumoHnposaHnsa VUCIOH 1 ee cuctembl 3alimnTbl C y4eTOM
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N3MEHEHMIN B MeToAax U cpeacTBax nepexasata MHpopmMaLmm, HOPpMaTUBHbBIX TpeboBaHWi Mo
3almTe, JOCTUrHYTOro OTEYECTBEHHOIO U 3apybeXxHOro onbiTa B 3To obnactu.

5.7 NepcoHanbHasa OTBETCTBEHHOCTb

[MpeanonaraeT BO3MOXEHNE OTBETCTBEHHOCTM 3a obecneyeHue 6e3onacHoctn MOH n
cuctemMbl Mx 0OpaboOTKM Ha Kaxaoro COTpyAHMKA B Mpedenax ero nonHomouun. B
COOTBETCTBUM C ITUM NPUHUUMNOM pacrnpeneneHne npaB M 00653aHHOCTEN COTPYOHWKOB
CTpoOMTCA Takum obpasom, 4Tobbl B cnydae noboro HapyLweHus Kpyr BUHOBHUKOB OblST YETKO
N3BECTEH UNY CBEAEH K MUHUMYMY.

5.8 NpuHUMN MUHKMMN3ALMKM NONTHOMOYUIA

OsHavyaeT npegocTaBneHne nonb3oBaTeNsM MWHUMAarbHbIX MpaB  [OCTyna B
COOTBETCTBUM C NPOU3BOACTBEHHOW HEOOXOAMMOCTLIO, Ha OCHOBE MPUHLUMMNA «BCE, YTO HEe
paspeLleHo, 3anpeLleHo».

Hoctyn k MNOH JomMKeH NpeaocTaBnaTbCs TOMbKO B TOM crnyyae n obbeme, ecrnv aTo
HeobXxo4MMO COTPYAHUKY ANS BbINOHEHNSA ero OOSMKHOCTHLIX 06513aHHOCTEN.

5.9 BzaumopencTtBue n COTpPyAHNYECTBO

Mpepnonaraetr  cosgaHue GrnaronpuaTHOM aTtMmocepsbl B KosnekTusax
nogpasgeneHmn, obecneumBarowmnx gestenbHocTb WCIMIOH YdypexaoeHusi, Anst CHMWXKeHus
BEPOATHOCTU BO3HUKHOBEHUSA HEraTUBHbIX AENCTBUIN CBA3AHHbLIX C YerioBe4EeCKUM DaKkTOpPOM.

B Takon obcTaHoOBKe COTPYOHUKW OOIDKHbI OCO3HaHHO cobnopaTb YCTaHOBMEHHbIE
npasuna n okasbiBaTb COOENUCTBME B OEATENbHOCTM nogpasgerieHui TeXHUYeCKOW 3aluThbl
NHd opMaLunn.

5.10 MbkocTb cuctemnbl 3awmnTbl NMOH

[MpuHATbIE MEpbl U YCTaHOBIEHHbIE CpPeAcTBa 3aWMTbl, OCOOEHHO B HadanbHbIN
nepuoa WX 3Kcnryatauum, MorytT obecneumBaTb Kak Ype3MEepHbI, TaKk U HedoCTaTOYHbIN
ypOBeHb 3almThl. [Ana obecnevyeHns BO3MOXHOCTU BapbMPOBaHNSA YPOBHEM 3aLUULLEHHOCTH,
cpeAacTBa 3aluMTbl OOMKHbI 0bnagaTth onpeneneHHon rmbkocTbto. OCOBEHHO BaXKHbLIM 3TO
CBOWCTBO $BMSIETCA B TeX CryyasiX, Korga yCTaHOBKY CpeacTB 3awuTbl Heobxoaumo
OCyWEeCTBNATL Ha paboTallyrd CUCTEMY, He Hapywasa nmnpouecca €e HOpMalibHOro
PYHKLNOHNPOBAHUS.

5.11 OTKpbLITOCTL aNrOPpMTMOB U MEXaHU3MOB 3aLLUTbI

CyTb npuHUUMNa OTKPbITOCTU alilfloOpUTMOB N MEXaHM3MOB 3allnTbl COCTOUT B TOM, YTO
3almTa He gormkHa obecneunBaTbCsl TONbKO 3a cyeT CEeKpeTHOCTH CprKTypHOIZ opraHnsauumn
n anropuTmMmoB beHKLI,MOHI/IpOBaHI/IFI ee noacuctem. 3HaHue anropuTMmoB pa6OTbI CUCTEMBbI
3alnTbl HE OOJPKHO OaBaTb BO3MOXHOCTU €€ npeogosieHnsa (,u,a>|<e aBTOpaM). OpaHako, 310 He
O3Ha4aeT, 4To I/IH(bOpMaLI,I/IFI 0] KOHerTHOIZ cucTeme 3alnTbl AOIMKHA ObiTb O6Ll_l,e}J,OCTyI'IHa.

5.12 NpocToTa NnpuMeHeHUs cpeacTB 3alUTbI

MexaHu3mbl 3aLnTbl 4OIPKHBI OblTb MHTYUTUBHO MOHATHBLI U MPOCTbI B MCMOSb30BaHUN.
MpuMeHeHne cpeacTB 3aWmnTbl He AOMKHO ObiTb CBA3AaHO CO 3HAHWEM crneunarnbHbIX S3bIKOB
NN C BbINOSIHEHMEM OENCTBUMN, TPEOYIOLWNX 3HAYMTENbHbBIX AOMOMHUTENbHBIX Tpygo3aTpaT
npu ob6bl4HOWM paboTe 3aperncTpMpoBaHHbIX YCTAHOBMEHHbLIM MOPSAKOM Monb3oBaTenen, a
TaKKe He OOIMKHO TpeboBaTb OT MONb30BaTENS BbINOMIHEHUSA PYTUMHHBIX MANOMOHATHBIX EMY
onepaunin (BBog, HECKONbKMX Naposien U UMeH 1 T.4.).
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[lorpkHa ~ gocturatbcss  aBToMaTtm3auus MakcumaribHOro  4yucrna  OewncTBumn
nonb3osatenen n agmuHuctpatopos VCIH.

5.13 HayyHas 060CHOBaHHOCTb U TeXHU4YECKasA peanu3yeMocTb

NHdopmaLMOHHbBIE TEXHOMOMNN, TEXHUYECKUE U NporpaMMHble CpeacTBa, cpeacTsa U
Mepbl 3awWwuTbl MHGOPMauMM AOMKHbI OblTb peanu3oBaHbl Ha COBPEMEHHOM YpPOBHE
pPasBUTUSA HayKM N TEXHUKM, HAay4HO OBOCHOBaHbI C TOYKWU 3pEHUSI AOCTUXKEHUA 3adaHHOro
YpPOBHSA 6€30MacHOCTU MHGOPMaLMK 1 AOMKHbI COOTBETCTBOBATb YCTAHOBMEHHLIM HOPMaM U
TpeboBaHusam no 6esonacHocTn MOH.

C3MNAn gomkHa OblTb OpMEHTMPOBAHA Ha PELUEHNS, BO3MOXHbIE PUCKM AN KOTOPbIX U
Mepbl MNPOTUBOAENCTBUA ITUM PUCKAM MPOLUSIN  BCECTOPOHHIOK TEOPETUYECKYD U
NPaKTUYECKYH MPOBEPKY.

5.14 Cneuunanusauus n npocgeccnoHannsm

MpeanonaraeT npuBnevyeHne K pas3paboTke CpPeacTB M peanusauuMn Mep 3alluThbl
MHdoOpMaLMN  creunanmn3vpoBaHHbIX  OopraHus3auuini, Haubonee  MoAroTOBMEHHbIX K
KOHKPETHOMY BMAYy OEATenbHOCTU Mo obecneyeHuo GesonacHocT MOH, uUMmeloWwmnx onbIT
npakTuyecko paboTbl U rocydapCTBEHHYIO FNMLEH3UIO Ha NPaBO OKasaHus ycryr B 3TOM
obnactu. Peanusauvsa agMUHUCTPaTMBHBLIX Mep WM SKCMnyaTauus cpeacTB 3aluTbl AOMMKHa
OCYLLIECTBNATLCS NPOdECCUOHANbHO NOAroTOBMNEHHLIMU cnieuuanucTaMmmn YupexaeHust.

5.15 O6s3aTenbHOCTbL KOHTpONS

MpeanonaraeT 06s3aTenbHOCTb M CBOEBPEMEHHOCTb BbISIBIIEHUST U MpeceveHus
MOMbITOK HapyLleHWs1 YCTaHOBIEHHbIX MpaBun obecneveHnst 6esonacHoctn MOH Ha ocHoBe
MCNonb3yeMblX CUCTEM W CPEeAcTB 3aluTbl  MHOpMauUUM MNpuU  COBEPLLUEHCTBOBAHMU
KpUTEPUEB N METOLOB OLEHKMN 3PAEKTUBHOCTM STUX CUCTEM U CPEACTB.

KoHTponb 3a aesaTenbHOCTbIO No6oro nonb3oBaTens, KaXaoro CpeacTsa 3awuTbl U B
OTHOLLEHMM noboro obbekTa 3awmTbl OOSMKEH OCYLLECTBISATbCA Ha OCHOBE MPUMEHEHUS!
CPEACTB  OMepaTMBHOrO KOHTPONS M peructpauMum W OOMKEeH oxBaTblBaTb  Kak
HeCaHKLMOHMPOBaHHbIe, TaKk U CaHKLIMOHUPOBAHHbIE AEACTBUS NONb3oBaTenen.
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6 Mepbl, MeToAdbl U cpeacTBa obecneyeHus Tpe6yeM0ro YPOBHA 3aliULLEHHOCTHU

Ob6ecneyveHne TpebyeMoro ypoBHS 3aWMLWEHHOCTU [OOSMKHOCTM [OOCTUraTbCsl C
ncnonb3oBaHMeM Mep, MeTodoB M cpeacTB 0OesonacHocTtu. Bce Mepbl obecnedeHus
6esonacHocTn VICIOH nogpasgensaioTcs Ha:

- 3aKoHoAaTernbHble (MpaBoBbLIE);

- MOpPanbHO-3TUYECKME;

- OpraHM3aunoHHble (aAMUHUCTPATUBHBIE);
- (husmnyeckue;

- TEXHUYECKMe (annapaTtHble U NporpaMMHbIe).
[MepeveHb BbIOpaHHbIX Mep obecneveHus GesonacHOCTM oOTpaxaetcs B [lnaHe
MepOonpuUsaTUA NO obecnedeHnto 3awmnTbl NePCOHanbHbIX aHHbIX.

6.1 3akoHoaaTenbHbIe (MpaBOBbLIE) Mepbl 3aWMUTbI

K npaBoBbIM Mepam 3alinTbl OTHOCATCS AENCTBYKOLIME B CTpaHe 3aKOHbl, yKasbl U
HOpMaTMBHbIE aKTbl, pernameHTupylowme npasuna obpawenna c [NOH, 3akpennswowme
npasa n 0643aHHOCTN Yy4aCTHUKOB MH(POPMALMOHHBIX OTHOLLEHUI B npouecce ee obpaboTkm
M WUCNONb30OBaHWSA, a TakkKe YyCTaHaBMNMBalLWME OTBETCTBEHHOCTb 3a HapylleHus 9Tux
npasun, NPenaTcTBys TeM CaMbiM HenpaBoMepHOMY mcnonb3oBaHuio MNOH 1 aBngowmecs
caepxmBarowium oakTopom A5 NOTEeHUManbHbIX HapyLUMTenen.

[MpaBoBble Mepbl 3alNTbl HOCAT B OCHOBHOM Yynpexaawowun, npoduriakTuyeckum
xapaktep U TpebyloT MNOCTOAHHOW pPasbsACHUTENbHOW paboTbl C Nonb3oBaTensaAMu U
obcnyXMBatoLMM NEPCOHANOM CUCTEMBI.

6.2 MopanbHO-3TM4YeCKue Mepbl 3aLMUTbI

K MoparbHO-9TU4YeCckuM MepamM OTHOCATCS HOPMbl NOBEAEHUH, KOTOpble TPaguLUUOHHO
CMNOXWUNNCb UIK CKNagblBaloTCa No Mepe pacnpocTpaHeHnss OBM B cTpaHe mnu obuiecTse.
O™ HopMmbl Gonblien 4YacTbld He ABNATCA 0b6da3aTenbHbIMKM, Kak  3akoHOAAaTeNbHO
yTBEPXXOEHHbIE HOPMATUBHbIE aKTbl, OQHAKO, UX HecobnogeHne BedeT 0Obl4HO K NageHuto
aBTopuTeTa, MpPEecTuxa uYeroseka, rpynnbl AUy unv opraHuvsaumn. MopanbHO-3Tu4Yeckme
HOPMbl OblBalOT Kak HenucaHble (Hanpumep, oOLWenpu3HaHHble HOPMbl YECTHOCTH,
natpmoTMsama M T.N.), Tak U NUcaHble, TO eCTb OPOPMIIEHHbIE B HEKOTOpPLIM CBOf (yCTaB)
npaBun Uy NpeanucaHuin.

MopanbHOo-aTu4eckMe Mepbl 3alnTbl SABASKTCA NPOPUAAKTUYECKUMU U TpedyroT
NOCTOSIHHOM paboTbl MO CO34aHMIO 340POBOrO  MOPAsfibHOro KNumMaTta B KOMMeKTuBax
nogpasgeneHun.  MoparnbHO-9TU4YeckMe  Mepbl  3aWuTbl  CHWXaKT  BEPOSITHOCTb
BO3HUKHOBEHUSA HEraTUBHbIX AENCTBUMA CBA3AHHbBIX C YENOBEYECKUM (PaKTOPOM.

6.3 OpraHusaunoHHble (aAMUHUCTPATUBHbIE) Mepbl 3aLUUThbI

OpraHuM3aumoHHble  (agMUMHUCTPATMBHbIE)  Mepbl  3aWnMTbl -  3TO  Mepbl
OpraHn3auUMoOHHOro Xapakrtepa, pernameHTmpyoLwmne npoueccol pyHkunoHnposanusa UCIOH,
ncnonb3oBaHne pecypcos WVCIOH, gesaTenbHOCTb OBCNyXMBaloLWEro nepcoHana, a Takke
nopsaok B3ammogencteums nons3osartenen ¢ NCIMOH Takum obpasom, 4Tobbl B HanbonbLuen
CTENEHN 3aTPyaHUTb WUAN UCKOYMTL BO3MOXHOCTb peanu3aumm yrpo3 6e3onacHocTv unu
CHU3UTb pa3Mep NOTePb B Cryvae Ux peanusaunn.
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[MmaBHass Uenb agMUMHUCTPATUBHBIX Mep, NpPeanpuHUMaeMbliX Ha  BbiCLUEM
yrnpaBreH4YeCcKoM ypoBHE — cchopmmpoBaTh [onuTuky nHdopmarmoHHon 6esonacHocTu MOH
(oTpakatoLLyto noaxodbl K 3awmte nHgpopmauun) n obecnednTb ee BbINONHEHWE, BblAenss
HeobxoarMble pecypcbl U KOHTPONMPYSt COCTOAHME Aen.

Peanusaumns lMNonutukn nHgpopmaumonHon 6esonacHoctn MNOH B UCIOH cocTtoat m3
Mep aAMUMHUCTPATUBHOIO YPOBHS W OpraHU3auuoHHbIX (NpouedypHbIX) Mep  3awuTbl
NHopMaLnu.

K agMWHUCTpaTMBHOMY YPOBHIO OTHOCSTCS PELUEeHUA PYyKOBOACTBA, 3aTparvsaroLiune
peatenbHocte  WCIMOH B uenom. 3Tu  peweHna 3akpennswotca B [lonuTtuke
nHpopmaumnoHHom 6esonacHocTu. Npnumepom Taknx peleHnin MoryT 6bITh:

- NPUHATNE peleHna 0 POPMUPOBAHUN UMW NEPECMOTPE KOMMMEKCHOW Nporpammbl
obecneyveHuns 6e3onacHocTu MNMOH, onpefeneHne OTBETCTBEHHbIX 3a ee peanusaumnio;

- (boopmynmnpoBaHne Lenen, nocTaHOBKa 3aja4y, onpegernieHne  HanpasreHui
aesTenbHoCTU B obnactun 6esonacHocTu MNAH;

- NPUHATNE pPELUEHN MO BOMpOCcaM peanunsaumm nporpammMmbl 6€30MacHOCTH, KOTOpble
paccMaTpuBalTCs Ha YPOBHE YUpexaeHus B LerioMm;

- obecneyveHne HopmaTuBHON (NpaBoBoOK) 6a3bl BONPOCOB 6GE30NacHOCTU U T.M.

MonuTuka BEpXHEro ypoBHSI AOMMKHA YETKO 04epTUTb cdhepy BINAHUS U OrpaHNYeHUs
npn onpegeneHun uenen ©esonacHoctn [1[H, onpegenntb Kakumum  pecypcamu
(MaTepuanbHble, nepcoHan) oHn 6yayT OOCTUrHYTbl U HANTU Pa3yMHbIA KOMMPOMUCC MEXay
npuemMnemMbiM ypoBHeM 6e3onacHoCcTU 1 pyHKunoHaneHocTeo CTOH.

Ha opraHnsaunoHHOM ypoOBHe onpeaensitoTcs npouenypbl M npasuna LOCTUKEHUS
uenen n pewenuns 3agad MNMonutnkn mHgopmaunoHHon 6esonacHoctu MNOH. 3T npasuna
onpegensior:

- KakoBa 00MnacTb NpPUMEHeHust NonUTukK 6esonacHocTu MNOH;

- KAKOBbl PONMM N 00A3aHHOCTM AOSMKHOCTHLIX WL, OTBeYawlwuMe 3a npoBedeHue
nonuTukn 6esonacHocTn MNMAH, a Tak e ux ycTaHOBUTb OTBETCTBEHHOCTb;

- KTO uMeeT npasa goctyna K [N4H;

- KaKUMN Mepamu 1 cpeacTesammn obecneunsaetca 3awmta MNawx;

- KAKUMKU MepaMu M CpeacTBaMuM 00ecnedMBaeTCs KOHTPONb 3a CcoOnaeHUEM
BBEAEHHOIO pexunma 6e30nacHoCTMy.

OpraHI/I3aLI,I/IOHHbIe Mepbl OOJTKHbI:

- npegycMmatpmBaTtb  pernameHT WHMOPMAaLUMOHHBLIX OTHOLUEHUW, WCKITYaoLWmx
BO3MOXXHOCTb HECaHKLVNOHUPOBAHHbIX AEACTBUIA B OTHOLLEHUN OOBEKTOB 3aLunThI;

- onpeaensTb KoanvuMOHHbIE N nepapxmuyeckme NpUHUMNbl U1 MeTodbl pasrpaHUYeHns
poctyna Kk MNAx;

- onpegenatb Nopsaok paboTbl ¢ NporpaMMHO-MaTteMaTU4ECKMMU U TEXHUYECKUMU
(annapatHble) cpeacTBamMu 3alMThl U KPUMNTO3aLWUTbl U APYrnX 3alUTHBIX MEXaHN3MOB;

- opraHmsoBaTb Mepbl npotuBogencteus HC[I nonb3oBatensamMuM Ha 3Ttanax
ayTeHTUmKaumm, astTopmsaunn, nageHTndmkaumm, obecneumBaronx rapaHTun peanunsaunm
npaB 1 OTBETCTBEHHOCTU CYOBHEKTOB NH(POPMALMOHHBIX OTHOLLEHWA.

B opraHnsaumoHHble Mepbl 4OMKHbI COCTOATb U3:
- pernameHTa goctyna B nomeweHusa NCIOn;
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- MOPSIAOK AoNycka COTPYAHMKOB K ucnonb3oBaHuto pecypcos VCTTOH YupexaeHus;

- pernameHTa npoueccoB BeAeHus 6a3 AaHHbIX M OCYLLEeCTBNEHUa mopuduKaumnm
NMHPOPMAaLIMOHHBLIX PECYPCOB;

- pernaMeHTa npoLeccoB OOCNyXMBaHUS U OCyWEeCTBNeHUss  moamdumkaumm
annapartHbIX U nporpammMHbix pecypcos NCIOH;

- MHCTpYKUuM nonb3oBaTtenen WCIOH (agmunuctpatopa WCIOH, agMuHMucTpaTopa
6esonacHocTn, onepatopa VCIOR);

- UHCTPYKUUA norib3oBaTtend np BOSHUKHOBEHU BHELUTATHbLIX CMTyauMﬁ.

6.4 ®usnyeckne mepbl 3aWUTLI

dusnyeckme mMepbl 3aWmUTbl OCHOBaHbl Ha NMPUMEHEHUN Pa3HOro poda MexaHUYecKuXx,
9NEKTPO- WU  3NEKTPOHHO-MEXAHUYECKUX YCTPOWUCTB U COOPYXEHUW,  cneuuanbHO
npegHasHavyeHHbIX AOns  co3daHus  (PU3NYecKUX MpensaTcTBUA Ha BO3MOXHbBIX NYTAX
NMPOHUKHOBEHNSA W [JOCTyna MoTeHUMasnbHbIX Hapywmtenem K KOMMOHEHTaM CUCTEMbI U
3awnaemMon MHgopmauuKn, a Takke TEXHUYECKUX CpeacTB Bu3yanbHOro HabnogeHus,
CBSI3U M OXPaHHOW CUrHanu3aumn.

duanyeckaa sawmTa 3gaHuK, nNomelleHun, oObLEKTOB M cpeacTs MHdopMaTu3auunm
AOIPKHA OCYLEeCTBAATLCS MyTEM YCTaHOBMEHUA COOTBETCTBYIOLWIMX MOCTOB OXpaHbl, C
MOMOLLBbID  TEXHUYECKMX CPeacTB  oOxpaHbl unn  nobbiMu  gpyrumm  cnocobamu,
npefoTBpalLaLMMN UMW CYLLLECTBEHHO 3aTPYyOHAIOLWMMN  MPOHUKHOBEHWE B 3[aHue,
noMeLleHNst MOCTOPOHHUX fnL, XULEHWEe MHMOPMALMOHHBIX HOCUTENEW, caMux CpeacTts
NHOPMaTM3aUNN, WUCKIOYAKLWMMN HaXOXOEHNEe BHYTPU KOHTpoOnMpyemon (oxpaHsaemomn)
30Hbl TEXHUYECKUX CPEACTB pa3BeaKMm.

6.5 AnnapaTtHo-nporpaMmMHble cpeacTBa 3awuTbl MOH

TexHu4eckne  (annapaTHO-NporpamMMHble)  Mepbl  3aWuUTbl  OCHOBaHbl  Ha
MCNONb30BaHUN PA3NNYHbIX ANEKTPOHHBIX YCTPOUCTB U CrieumanbHbIX NPOorpamMmm, BXOLSALLNX
B coctaB WVCIOH u BbiNnonHAKOWMX (CaMOCTOATENBHO WM B KOMMMEKCE C OpYrMu
cpeactBamMu) QyHKUMWM 3alWMTbl  (MAEHTUUKAUMIO U ayTeHTU(MKaLUMIO Nonb3oBaTenewn,
pasrpaHuMyeHne JocTyna K pecypcam, permcrTpaumio cobbITnin, Kpuntorpadguyeckoe 3akpbiTve
MHopMauumn n T.4.).

C yueTtom Bcex TpeboBaHuM 1 npmHUMnoB obecneyeHus 6eszonacHoctum MNAOH B UCTOH
NoO BCEM HanpaefeHuWsiIM 3alinTbl B COCTAB CUCTEMbI 3alUMTbl AOSMKHbI ObITb BKIHOYEHbI
crnepyoline cpencraa:

- cpeactBa uaeHTUduKaumm (ono3HaBaHus) U ayTeHTUdukaumm (MOATBEPXAEHUSNA
noasIMHHOCTK) nonb3oBaTtenen NCIOH;

- CpeacTBa pasrpaHMYeHnss 4OCTyna 3aperncTpupoBaHHbIX NoNb3oBaTenen CUCTEMbI K
pecypcam VUCITOH YupexaeHus;

- cpeactBa  obecneyeHuss M KOHTPOMsS  LEMOCTHOCTM  MPOrpamMMHbIX U
MHPOPMALMOHHLIX PECYPCOB;

- CpeAcTBa onepaTMBHOIO KOHTPOIS U pernctpauun cobbltun 6esonacHocTy;

- Kpuntorpaduyeckue cpeacrtea 3awntol MNOH.
YcnewHoe npvMeHeHne TEXHUYECKUX CPeACcTB 3alMTbl HA OCHOBaHWWU MPUHLMMIOB
(pasgen 5) npeanonaraeT, YTO BbINOSTHEHNE NEPEYUCNEHHBIX HUXKe TpeboBaHui obecneveHo
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OpraHM3auUMoHHbIMK  (AAMUHUCTPATUBHBIMK) MepamMn U UCMONb3yeMbiMU  PU3NYECKUMU
cpeAcTBaMu 3almThl:

- obecneyveHa puramyeckas LenocTHOCTb Bcex KOMMNOHEHT NCT1H;

- Kaxabln coTpygHuk (nonb3oBatens WCIIOH) wnu rpynna nonb3oBaTtenen uMmeeT
YHMKaNbHOE CUCTEMHOE MMSI U MUHUMarbHO HeobGxoaumble AN BbIMNOMIHEHUS UM CBOMX
PYHKUMOHANbHbIX 06513aHHOCTEN NOMIHOMOYUS MO AOCTYNY K pecypcam CUCTEMBI;

-B WCMNOH YdpexgeHus paspaboTka v oTnagka nporpaMmm OCYyLWEeCTBRsEeTcs 3a
npeaenamu VCIOH, Ha ucnbiTatenbHbIX CTeHAAaXx;

- BCE M3MEHEeHUs1 KOHurypaumum TexHUYeckux u nporpammHbix cpeacts WVCIIOH
NpOM3BOAATCA CTPOro YCTAHOBIIEHHbIM MOPALAKOM (PErMCTPUPYIOTCA W KOHTPONMPYHOTCH)
TOSMBbKO HA OCHOBaHWUW PaCnopsXeHU PYKOBOACTBA YUpexaeHus;

- ceTeBoe obopyaoBaHue (KOHUEHTpaTopbl, KOMMYTATOpPbl, MapLpyTM3aTopbl U T.M.)
pacnonaraeTca B MecTax, HegoOCTYMHbIX ANs MOCTOPOHHUX (creumarnbHbIX MOMELLEHUSX,
wkadpax, n T.n.).

- cneumanucTammn  YypexaeHus OCYLLEeCTBNSAETCA HenpepbiBHOE YynpasneHne U
aAMUHNCTPaTMBHaNA noaaepxka pyHKLMOHMPOBAHMS CPEACTB 3aLMThbI.
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7 KoHTponb acppekTuBHOCTU cucTeMbl 3awmnTbl UCTOH YupexaeHus

KoHTponb addpektmBHocTM C3IMOH OOMKEH OCYLECTBNSAETCS Ha  NEepUOAMYECKON
ocHoBe. Llenbto KoOHTpons 3dMEKTUBHOCTUN SBMSETCA CBOEBPEMEHHOE BbIsIBIIEHNE
HeHagnexawmx pexumoB pabotbl C3IOH (OTKNYeHWe cpeacTB 3awuTbl, HapylleHue
PEXUMOB 3alUnTbl, HECAHKUMOHMPOBAHHOE W3MEHEHWe pexuma 3awuTbl M T.M.), a Tak
NPOrHO3npoBaHWE 1 NPEBEHTMBHOE pearnpoBaHne Ha HoBble yrpo3bl 6esonacHocTu MOH.

KOoHTpOnb MOXeT npoBOAUTbCS Kak aaMuHucTpatopamu 6esonacHoctn WCIIOH
(onepaTtuBHLIN KOHTPOSb B npouecce nHdopmaunoHHoro B3anmogenctana B NCIORH), Tak u
npuenekaemMbiMn AN 3TON Leny KOMNETEHTHbIMU OpraHM3aunamu, UMerLWMMN JIULIEH3UI0 Ha
3T0T BMA AesATenbHocTn, a Takke PCTIK Poccun n ®Cb Poccum B npegenax ux
KOMMEeTEeHUUMN.

KOHTpOrb MOXeT OCyLecTBAATLCA aaMUHUCTPaATOpOM 6e30nacHOCTM Kak C MOMOLLbIO
LWITATHbLIX cpeacTB cuctembl 3awmntbl MNOH, Tak 1 C NOMOLWBIO crieumanbHbIX NPOrpaMMHbIX
CPeACTB KOHTPOSS.

OueHka addekTBHoCTM Mep 3awmTtbl [1H npoBoAUTCA C MCMNOMb30BaHWEM
TEXHUYECKMX M MPOrpaMMHbIX CPEACTB KOHTPONSA Ha NpeaMeT COOTBETCTBUS YCTaHOBMNEHHbIM
TpeboBaHMsM.
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8 Cepbl oTBeTCcTBEHHOCTU 3a 6Ge3onacHocTb MAH

OTBeTCTBEHHbIM 3a pa3paboTky Mep M KOHTponb Hag obecneveHnem Ge3onacHOCTH
nepcoHanbHbiX [aHHbIX SBMSIETCA pyKoBOAMTENb YupexaeHus. PykoBoauTenb MOXeT
AenernpoBaTtb YacTb NOSIHOMOYMI MO obecneveHnto 6e30MacHOCTU NepCoHanbHbIX AAaHHbIX.

Cdbepa OTBETCTBEHHOCTU pPYKOBOAUTENS BKIOYAET crnegylwune HanpasneHus
obecneyeHuns 6e3onacHocTy MOH:

- MnaHnpoBaHmne n peanunsauunsa mep no obecneveHnto 6esonacHocTn MNAH;

- AHanu3s yrpo3 6esonacHocTtu NOH;

- PaspaboTtky, BHegpeHuWe, KOHTPOSib WCMOSIHEHMS W Nogdep)XaHwe B akTyarbHOM
COCTOSIHMM NOSNUTUK, PYKOBOACTB, KOHLENUMIA, npoueayp, pernaMmeHToB, MHCTPYKLUA 1 OpYrnX
OpraHM3auMOHHbIX AOKYMEHTOB No obecneveHnto 6e3onacHoCTy;

- KoHTponb 3awmiieHHocTn T nHdpactpyktypbl KomnaHum ot yrpos Vb nytem;

- Oby4eHune n nHgopmmnposanune nonsdosarenen VCIOH, o nopsiake pabotsl ¢ MNOH n
cpeacTBamMu 3alUnThI;

- NpepgoTBpalleHne, BbISBNEHWE, pearvMpoBaHMe W paccrnefoBaHMe HapyLleHWN
6esonacHocTu MOH.

[Mpn B3anmMogencTBumn CO CTOPOHHMMUN OpraHn3aumsiMmn B cnyyasx, Koraa coTpyaHuKam
3TUX OpraHmMsauumn npegocTaBnseTcs OOCTyn K obbektam 3awmtbl (pasgen 3), ¢ aTummn
opraHu3aumsaMmn OOomMKHO ObiTb 3aknoyeHo «CornalleHne o KoHuaeHumanbHOCTM», nmbo
«CornaweHne o cobniogeHun pexuma 6esonacHoctn MOH npu BbINONHEHMM paboT B
NCIMOH». NogrotoBka TUMNOBLIX BAPUAHTOB 3TUX COrMalleHu OCYLLLECTBIISIETCA COBMECTHO C
OTtgenom KagpoBOro 1 HopMaTUBHO-NPAaBOBOro obecneyeHns .
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9 Mopenb HapyuwuTtens 6e3onacHocTun

Moo Hapywwmtenem B Y4YpexgeHunm MNOHMMAeTCs nuuo, KOTOpoe B pesynbrarte
YMbILSIEHHbIX UM HEYMbILWSEHHbIX AEUCTBUA MOXET HaHecTu yuwepb obbektam 3awuTbl
(pasgen 3).

Hapywutenn nogpasgenstotcs no npusHaky npuHagnexHoctm k WNCIOH. Bcee
HapyLwmTenu genaTca Ha ABe rpynnbl:

e BHELLUHME HapywuTenu — usndeckme nuua, He nMmetLwwme npaesa npebbiBaHUs
Ha TeppuTOpUM KOHTPONMPYeMOW 30Hbl, B Mpedenax KOTopou pasmellaeTcs
obopynoanune NCIOH;

® BHYTPEHHME HapywmTenu — usmyeckne nuua, nverLlimne npaso npedbiBaHMS
Ha TeppuTOPUN KOHTPONMPYEMOW 30Hbl, B MNpedenax KOTOpOoW pasmMellaeTcs
obopynosanune NCIOH.

Knaccudumkauma Hapywmtenen npegctaesneHa B Mopgenu yrpo3 6e3onacHocTum
nepcoHanbHbIX AaHHbIX kKaxgon NCT1OH.
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10 Mopenb yrpo3 6e3onacHocTu

Ona WCMOH YdpexaeHust BbIOENAOTCA Creaylolmne OCHOBHbIE KaTeropum yrpos
6e30nacHOCTN NepPCOHanbHbIX AaHHbIX:

1) Yrposbl OT yTeukun No TEXHUYECKUM KaHanam.
2) Yrpo3bl HeCaHKLMOHUPOBAHHOIO A0CTyNa K MHopmaLumm:

- Yrpo3bl YHUUTOXEHUS, XuweHus annapatHbix cpeactB WCIIOH HocuTenen
MHopMaunn nytem usndeckoro goctyna k anemeHtam VCIOH.

- Yrpo3bl XULWEHUS, HECAHKLUMOHNPOBAHHON Moandmkauum nnm 6noknposaHns
MHoOpMaUMK 3a cYeT HecaHKuuMoHupoBaHHoro poctyna (HCI) ¢ npuvmeHeHuem

nporpamMmmHo-annapaTHbIX W MPOrpaMMHbIX CpPeAcTB (B TOM 4ucne nporpaMmMHo-
MaTemMaTU4eCKUX BO3OENCTBUN).

- Yrpo3bl He npedHamMepeHHbIX OeACTBUW Morb3oBaTtene u HapyLlleHUn
6esonacHocTn yHkumoHmposanna VCIMOH n C3MOH B ee coctaBe m3-3a cboeB B
nporpaMmmHoM obecneveHnn, a Takke OT yrpo3 HeaHTponoreHHoro (cboes annapaTypbl
n3-3a HEHadeXHOCTU 3NeMeHTOB, COOEB ANEeKTPONUTaHMs) U CTUXMAHOIO (yAapoB
MOJSTHUI, NOXapoB, HABOAHEHUN U T.N.) XapakTepa.

- Yrpo3sbl npegHamMepeHHbIX 4eACTBUN BHYTPEHHUX HapyLUnTenen.

- yrp03b| HECaHKUMOHNPOBAHHOIO AO0CTYyMNa no KaHallaM CBA3N.

OnucaHne yrpo3, BEPOATHOCTb WX peanuMsauuu, OnacHOCTb W aKTyanbHOCTb
npeactaeneHsbl B Mogenu yrpoa 6e3onacHOCTU nepcoHanbHblX gaHHbIX kaxgon ACTOH.
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11 MexaHusm peanusauun KoHuenuun

Peanunsaumsa KoHuenuuu [osrmkHa OCYLLECTBINATBCA Ha OCHOBE NepCneKkTnBHbIX
nporpamMm u nraHoB, KOTOpPbIE COCTaBIIAKTCA HAa OCHOBaHMN N BO UCTMNOJIHEHUNE!

- hegepanbHbIX 3aKOHOB B 06riactn obecneveHns nHpopmaumMoHHON 6e30MacHOCTU n
3aWmTbl MHOOPMaLMK;
- noctaHoBneHun NMpasutenbctea Poccurckon denepauunu;

- PYKOBOASLLMX, OpraHM3aLnoOHHO-PacnopsanTeNbHbIX U MeTOOUYEeCKUX LOKYMEHTOB
®CTOIK Poccuy;
- notpebHocten NCIOH B cpeactBax obecneveHnsa 6e3onacHOCTM MHGOpMaLmK.
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12 Oxupaembin acpchekT oT peanusauumn KoHuenuum

Peanunsauuna KoHuenumm 6e3onacHoctu MNAH B UCIMOH no3sonuT:

- OUeHnTb cocToaHne 6esonacHoctTn uHgopmaumm WCIIOH, BbIABUTb WCTOYHWUKK
BHYTPEHHUX M BHELLHMX Yrpo3 MHOpMaLNOHHON 6e30nacHOCTU, onpeaenuTb NPUOPUTETHLIE
HanpaBneHnsa NpeaoTBpPaLLEHNS, OTPAXKEHUSA U HEUTPanu3aumm aTnx yrpos;

- paspabotatb pacnopsiguTenbHble U HOPMAaTMBHO-METOAMYECKME  OOKYMEHTbI
npumenutensHo K NCIOH;

- npoBecTn Knaccudukaumo n ceptucukaumo ACMAOH;

- MPOBECTU  OpPraHM3auUNOHHO-PEXUMHBIE U TEXHUYECKME  MEeponpuaTus  no
obecnevyenunto 6esonacHoctn MNAOH B UCIMOH;

- obecneunTb HeOBXOaNMbIN YpOBEHL 6E30NacHOCTU OOBHLEKTOB 3aLUNTHI.

OcyuwiecTBneHme 3tmx MeponpuaTnin obecneunmT co3gaHue enuHoWn, LEenoCTHON U
CKOOPANHNPOBAHHON cuctembl nHopmaumoHHon 6esonacHoctn VCIMOH n co3pact ycnosus
Ans ee ganbHeunLwero CoBepLUIEHCTBOBaHMA.

29



13 Cnucok ucnonb3oBaHHbIX UICTOYHUKOB

OCHOBHbIMM HOPMaTUBHO-NPABOBbLIMN U METOANYECKMMU OOKYMEHTaMW, Ha KOTOPbIX
BasnpyeTcs HacTosiwee NonoxeHne ABNATCS:

1 depepanbHbii 3akoH oT 27.07.2006 r. Ne 152-d3 «O nepcoHarnbHbIX AaHHbIX»
(nanee — ®3 «O nepcoHanbHbIX AaHHbIX»), YCTaHaBMMBAKOLWMNN OCHOBHbIE MPUHLMMNLI U
ycnosus obpabotku MNMOH, npaBa, 0653aHHOCTU U OTBETCTBEHHOCTb Y4aCTHWKOB OTHOLUEHWN,
cBsi3aHHbIX ¢ 0bpaboTkon MNMOH.

2 «[lMonoxeHne 06 obecneyeHun 6e30NaCHOCTM NEepPCOHanbHbIX AaHHbIX MPU KX
06paboTke B WHMOPMAUMNOHHBIX CUCTEMAX MEPCOHArNbHbIX AaHHbIX», YTBEPXOEHHOE
MoctaHoBneHuem lMNpaButenbctea PP ot 17.11.2007 r. Ne 781.

3 «Mopsigok npoBedeHUst KnaccuguKkaumm MHPOPMAaLMOHHBIX CUCTEM MEPCOHarbHbIX
AaHHbIX», YTBepXAeHHbIM coBMeCTHbIM [prkazom PCTIK Poccumn Ne 55, dCE Poccnn Ne 86
n MuHuHdgopmcesasun PO Ne 20 ot 13.02.2008 r.

4 «MonoxeHne o6 0CODEHHOCTAX obpaboTkum nepcoHarbHbIX JaHHbIX,
ocyulecTenseMon ©6e3  MCNOMb30BaHUS  CpeacTB  aBToMaTusauun»,  YTBepXOeHHoe
MoctaHoBneHuem lMNpasutenbctea PP ot 15.09.2008 r. Ne 687.

5 «TpeboBaHMs K MaTepuanbHblM HOCUTENSIM BGUOMETPUYECKMX MNEPCOHArbHbIX
OAHHbIX W TEXHONOIrMAM XpaHEeHUs! TakuxX [OaHHbIX BHE WHMOPMAUMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX», YyTBepXAeHHble [locTtaHoBneHnem [lpaButenbctBa P® ot
06.07.2008 r. Ne 512.

6 HopmaTtmBHO-MeToaMYECKNe AOKYMeHTbl deaepanbHON Crny0bl N0 TEXHUYECKOMY U
aKkcnepTHoMy koHTponto Poccuinckon ®epepaunn (ganee - CTIOK Poccumn) no obecneveHmto
6esonacHocTu MNOH npu nx o6pabotke B NCT1H:

7 PexomeHpgaumm no obecrieyeHntio 6e30macHOCTM MepcoHanbHbIX AaHHbIX MPU UX
06paboTke B MHMOPMALMOHHBLIX CUCTEMAX MEepCOHanbHbIX AaHHbIX, YTB. 3aM. OupekTopa
®CTOK Poccum 15.02.08 r. (OCIT)

8 OCHOBHble MEPOMPUSATUS MO OpraHM3auuMnm U  TEeXHUYECKoMy obecneyeHuto
6e3onacHOCTN MnepcoHanbHbIX AaHHbIX, obpabaTbiBaeMblXx B MHEAOPMALMOHHBLIX CUCTEMaXx
nepcoHanbHbIX AaHHbIX, yTB. 3aMm. anpektopa PCTIK Poccum 15.02.08 r. (OCIM)

9 basoBasi Moagenb yrpo3 6e3o0nacHOCTU NepPCcoHanbHbIX OaHHbIX NpU nx obpaboTke B
MHPOPMALIMOHHBIX CUCTEMAaX NepcoHarnbHbIX AaHHbIX, YTB. 3aMm. anpektopa PCTIK Poccum
15.02.08 r. (OCI)

10 MeToavka onpeaeneHns akTyanbHbIX Yrpo3 6e30MacHOCTY NepCcoHarnbHbIX AaHHbIX
npy ux obpaboTke B MHMPOPMALMOHHBLIX CUCTEMAax MNepcoHarbHbIX AaHHbIX, YTB. 3am.
anpekTtopa PCTIK Poccmn 15.02.08 r. (4CIT)
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